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® TOM TAT: Gidm sdt an ninh mang ngay cang dwoc quan tam nghién ciru va ap dung
cho viéc theo doi mot hé thong mang may tinh, xem xét cac thanh phan hoat dong chdam
lai hodc khong hoat dong va thong bao cho quan tri vién vé cac moi de doa tir bén ngoai
hodc cdc van dé gdy ra boi cac mdy chu bi qua tai, hw hong Tir d6, ngueoi quadn tri hé thong
€ ¢6 cdc bién phdp gidi quyét si 6, phong ngira va ngan chédn nhitng hanh vi xam nhdp
mang trai phep Phwong phap phan tich tép tin nhdt ky hé thong dong vai tro quan trong
trong viéc giam sat an ninh mang. Bai bao da de cdp dén vige gzam sat an ninh mang bang
phuong phap phan tich tép tin nhdt ky he thong. Cac kel‘ qua thyc nghlem minh chu’ng
phirong phdp dé xudt cho hiéu nang thue hién cao, ca vé dé chinh xdc va thoi gian xur Iy.

® Tir khoa: Giam sat mang, tép tin nhdt ky, an ninh mang.

® ABSTRACT: Network security monitoring is increasingly being researched and applied

for monitoring a computer network, considering which component is slow down or inactive
and informing administrators about external threats or problems caused by overloaded
or damaged servers. Since then, the system administrator will take measures to resolve
incidents, prevent acts of unauthorized network intrusion. The method of analyzing system
log files plays an important role in monitoring network security. The article mentioned the
monitoring of network security by analyzing the system log file. The experimental results
demonstrate the proposed method for high performance, both in terms of accuracy and
processing time.

® Keywords: network monitoring, log files, network security.
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Diéu tra s6 [1] 1a sy phuc hoi va diéu tra
thong tin tim thay trén cac thiét bi k¥ thuat

GIOI THIEU

Giam sat an ninh mang st dung nhiéu

loai dit liéu khac nhau dé phat hién, xac
minh va khai thac. Nhiém vu chinh cua
vi€c phan tich an ninh mang 1a xac minh
thanh cong hodc cb gang khai thic bang
cach su dung dir liéu va cong cu gidm sat
an ninh mang.

s6 vi no lién quan dén hoat dong t01 pham.
Thong tin ndy c6 thé 1a dit liéu trén cac thiét
bi luu trlr, trong bd nhd dién tinh cua may
tinh hoac diu vét cua toi pham mang duogc
luu gitt trong dir liéu mang, chéng han nhu
tép tin pcaps va tép tin nhat ky.
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Cac nha phén tich an ninh mang c6
thé thdy minh tlep xuc tryc tiép voi bang
chung diéu tra s6 chi tiét vé& hanh vi cta cac
thanh vién trong to chirc. Cac nha phén tich
phai biét cac yéu cau lién quan dén viéc bao
quan va xur 1y cac bang chimg d6. Khong
lam nhu vay c6 thé din dén hinh phat hinh
su cho to chirc va thAm chi cac nha phan
tich an ninh mang néu y dinh pha hily bang
chirng dugc thiét 1ap.

Security Onion [2] 1a by cong cu ma
ngudn md clia cac cong cu giam sat an ninh
mang chay trén nén tang Ubuntu Linux.
Security Onion cé thé duoc cai dat doc 1ap
hodc dudi dang nén tang may chii. Mot s6
thanh phan ciia Security Onion duoc sé hiru
va bao tri boi cac tap doan, chiang han nhu
Cisco va Riverbend Technologies, nhung
duogc cung cap dudi dang ngudn mo.

Mbi de doa lién tuc thay ddi khi cac
16 hdng méi duoc phat hién va cac mdi de
doa méi phat trién. Khi nguoi dung va to
chtc thay d6i, phuong thirc tin cong ciling
vay. Céc tac nhan de doa da hoc duoc cach
nhanh chéng thay doi cic tinh ning khai
thac cta né dé tranh bi phat hién.

Khong thé thiét ké cac bién phap dé
ngan chan tat ca cac khai thac. Khai thac
chic chin s& trén tranh cac bién phap bao
v&, bat ké chiing c6 thé tinh vi dén murc nao.
Doi khi, diéu tot nhét c6 the dugce thyuc hién
la phat hién cac khai thac trong hoac sau
khi chiing d4 xay ra. Noi cach khac, tt hon
la c6 cac canh bao doi khi duoc tao ra boi
luu lugng truy cap khong gay hai, hon la
6 cac quy tic bo 15 luu luong doc hai. Vi
Iy do nay, can phai cé cac nha phan tich an
ninh mang lanh nghé diéu tra cac canh bao
dé xac dinh xem mot vu khai thac co thuc
sy xay ra hay khong.

2. PHUONG PHAP PHAN TiCH

Phan nay trinh bai cac phan cua viéc
giam sat h¢ thong mang bang phuong phap
phan tich tép tin nhat ky h¢ thong.

2.1. Tép tin nhat ky (Log file):
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Log la phan mé rong tép cho mot tép
duoc tao ty dong cd chura ban ghi cac sy
kién tir mot sb phﬁn mém va hé diéu hanh
nhit dinh. Mic du chiing c6 thé chira mot s6
thtr, cac t€p nhat ky thuong dugce su dung
dé hién thi tat ca cac su kién lién quan dén
hé thdng hodc tng dung d tao ra chung [3].

Diém quan trong cua tép nhat ky 1a
theo ddi nhiing gi xdy ra trong hdu trudong
va néu c6 chuyén gi xay ra trong mot h¢
théng phirc tap, ban co quyén truy cap vao
danh sach chi tiét cac su kién dién ra trude
su ¢d.

2.2. Cac loagi dir liéu trén mang:

Dt liéu phién [4] 1a ban ghi cudc hoi
thoai gitra hai diém cubi mang, thuong 13
may khach va may chi. May chi c¢6 thé &
trong mang doanh nghi¢p hodc tai mdt dia
diém duoc truy cap qua Internet. D liéu
phién la dir liéu vé phién, khong phai dir
liéu dugc khach hang truy xuat va sir dung.
Dt li€u phién s€ bao gdm théng tin nhén
dang, chang han nhu bg dia chi IP ngudn va
dich, s6 cong ngudn va dich va ma IP cho
giao thirc dugc st dung. Dur li¢u vé phién
thuong bao goém ID phién, luong dir ligu
dugc truyén theo ngudn va dich va thong
tin lién quan dén thoi lugng cta phién.

Dit liéu giao dich [5] bao gdm cac tin
nhin duoc trao doi trong cac phién mang.
Nhat ky thiét bi duoc gilt bé1 may chu cling
chira thong tin vé cac giao dich xdy ra gitra
may khach va may chu. Cac giao dich thé
hién cac yéu cau va tra 10i s& duoc ghi vao
nhat ky truy cap trén mdy chu. Phién 1a tat
cé luu lugng truy cap lién quan dén viée tao
ra yéu cau, giao dich 1a chinh yéu cau.

Gidng nhu dit liéu phién, dit liéu thong
ké [6] 12 vé luu lwong mang. Dit liéu thdng
ké duogc tao ra thong qua viéc phan tich cac
dang dir liéu mang khac. Tt nhitng phan
tich nay, cac két luan c6 thé duoc dua ra
dé mo ta hodc du doan hanh vi mang. Cac
dic diém thong ké vé hanh vi mang binh
thuong c6 thé duoc so sanh véi luu luong
mang hién tai trong nd luc phat hién su bat
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thuong. Théng ké co thé dugc sir dung dé
mo ta so luong bién thé thong thuong trong
cac mau luu lugng mang dé xac dinh cac
diéu kién mang nam ngoai pham vi dé. Su
khac biét c6 ¥ nghia thong ké sé& ting bao
dong va diéu tra kip thoi.

Phan tich hanh vi mang (NBA) va Phat
hién bat thudng hanh vi mang (NBAD) 1a
cac phuong phép tiép can gidm sat an ninh
mang su dung cac k¥ thudt phan tich nang
cao dé phan tich dir liéu tir xa ctiia NetFlow
(Cisco) hodc Xuat thong tin giao thuc
Internet (IPFIX). Cac k¥ thuat nhu phan
tich du doan va tri tu¢ nhan tao thuc hién
cac phan tich nang cao Ve dir liéu phién chi
tiét dé phat hién cac sy ¢ bao mat tiém an

[7].
2.3. Piéu tra dir liéu mang:

Nhi¢m vu chinh cua mét nha phan tich
an ninh mang 1a xac minh c4c canh bao bao
mat. Tuy thudc vao to chire, cac cong cu
duogc st dung dé 1am diéu nay s& khac nhau.
Vi dy, mot hé théng ban vé c¢6 thé duge sir
dung dé quan 1y tai liéu va phan cong nhiém
vu. Trong Security Onion, noi dau tién ma
mot nha phan tich an ninh mang s& dén dé
xac minh canh bdo 1a Sguil.

Sguil [8] tw dong tuong quan cac canh
bao tuong tu thanh mot dong duy nhat va
cung cdp mot cach dé xem cac su kién
trong quan dugc dai dién boi dong do. Dé
hiéu duoc nhimng gi da xay ra trong mang,
c6 thé hitu ich khi sap x€p trén cot CNT dé
hién thi cac canh bao véi tin suét cao nhét.

Sguil cung cap kha ning cho nha phan
tich an ninh mang xoay quanh cic ngudn
thong tin va cong cu khac. Céc tép nhat ky
c6 san trong ELSA, cac goi chup c6 lién
quan cé thé duoc hién thi trong Wireshark
va ban sao cac phién TCP va thong tin Bro
cling ¢6 san.

Ngoai ra, Sguil c6 thé cung cip do
tin cdy cho Hé thong phat hién tai nguyén
thoi gian thyc thu dong (PRADS) [9] va
thong tin cdu hinh mang phan tich bao mat

(SANCP) [10].

PRADS thu thap dir li¢u hd so mang,
bao gom thong tin vé& hanh vi cia tai nguyén
trén mang. PRADS 1a mdt nguén su kién,
nhu Snort va OSSEC. N6 cling ¢6 thé duoc
truy van thong qua Sguil khi mét canh bao
cho biét rang mot may chu noi bd co thé da
bi xam pham. Thuc hién truy van PRADS
tir Sguil c6 thé cung cap thong tin vé cac
dich vy, ung dung va tai trong co thé lién
quan dén canh béo. Ngoai ra, PRADS phat
hién khi tai san méi xuét hién trén mang.

2.4. Biéu ngir hinh thirc:

AWK [11] 1a ngon ngir 1ap trinh dugc
thiét ké dé thao tac v6i cac tép van ban. N6
rit manh m& va dic biét hitu ich khi xu ly
cac t€p van ban trong d6 cac dong chua
nhiéu truong, dugc phan tach bang ky tu
phéan cach. Céc té€p nhat ky chira mot muc
nhap trén mdi dong va duoc dinh dang duéi
dang céac truong dugc phan tach bang du
phan cach, lam cho AWK tr¢ thanh mot
cong cy tuyét voi dé chuan hoa.

2.5. Phan tich xac dinh va phdn tich
xdc suadt:

Céc k¥ thuat thong ké c6 thé dugc sir
dung dé danh gia rui ro khai thac thanh cong
trong mot mang nhat dinh. Kiéu phan tich
nay cé thé _giup nhing nguoi ra quyet dinh
danh gia t6t hon chi ph1 giam thiéu moi de
doa v6i thiét hai ma viéc khai thac co thé
gay ra.

Hai céach tiép can chung duoc st dung
dé 1am diéu nay 1a phan tich x4c dinh va xac
sudt. Phan tich x4c dinh [12] danh gia rai ro
dua trén nhimg gi da biét vé 16 hong. N6 gia
dinh rang dé khai thac thanh cong, tat ca cac
bude trude trong quy trinh khai thac cling
phai thanh cong. Loai phan tich rui ro nay
chi c6 thé m6 ta truong hop x4u nhit. Tuy
nhién, nhiéu tac nhan de doa, mic du nhan
thirc dugc qua trinh thuc hién khai thac, co
thé thiéu kién thic hodc chuyén mén dé
hoan thanh thanh cong timg budce trén con
duong din dén khai thac thanh cong. Diéu
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nay c6 thé cung cap cho cac nha phan tich
an ninh mang mdgt co hoi dé phat hién khai
thac va ngin chin né trudce khi né tién hanh
thém nira.

Phén tich x4c suét [13] udc tinh thanh
cong tiém nang ctia mot khai thac bang cach
wéc tinh kha nang néu mot budce trong khai
thac dugc hoan thanh thanh cong thi budc
tiép theo ciing s& thanh cong. Phan tich xac
suat dic biét hiru ich trong phén tich bao
mat mang thoi gian thyc, trong d6 ¢6 nhiéu
bién sb dang dién ra va mot tac nhan de doa
nhat dinh c6 thé dwa ra quyét dinh chua biét
khi khai thac dugc theo dudi.

Phan tich x4c suit dua trén cac k¥ thuat
théng ké duoc thiét ké dé ude tinh kha ning
xay ra su kién dya trén kha nang cac su kién
trude do s€ xay ra. Sur dung loai phan tich
nay, cac con duong c6 kha nang khai thac
nhét c6 thé duoc ude tinh va su cha y cla
nhan vién an ninh c6 thé dugc tip trung vao
viéc ngan chan hodc phat hién kha nang
khai thac.

Trong mot phan tich xac dinh, tit ca
cac thong tin dé thuc hién khai thac duoc
gia dinh 1a da biét. Cac dic diém cta khai
thac, chéng han nhu viéc str dung sb céng
cu thé, dugc biét dén tir cac truong hop khai
thac khac hoac do cac céng duoc tiéu chuan
héa dang dugc str dung. Trong phan tich
xéc sudt, ngudi ta cho rang sé cong s& duoc
sit dung chi c6 thé dugc du doan véi mot
mirc d6 tin cdy nao d6. Trong tinh hudng
nay, mot khai thac st dung s6 cong dong,
ching han, khong thé duoc phan tich mot
cach xac dinh. Khai thac nhu vay da duogc
t61 wu hoa dé tranh bi phat hién boi tudng
lira str dung quy tic tinh.

3. KET QUA THUC NGHIEM

Chuong nay trinh bay cac két qua thuc
nghiém cta phuong phép dé xuat. Phuong
phap dé xuit duoc thyc nghiém trén tang ao
hoa tir phin mém Orcale VM VirutalBox,
v6i hai mdy tinh tham gia vao mo6 hinh Ia
CyberOps Workstation va Metaploit.
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3.1. Mo hinh thuc nghiém:

FTP Server

i

Log server Server

 all all
" v

Router

=:: W

P e &

Monitor Screen Maéi trurdng Internet Attacker

Chuyén duong din truy cdp bang
lénh cd dén thu muc /home/analyst/lab.
support.files/

ecOps lab.support.files]$

Log dugc tim thiy trong tip tin
applicationX in_epoch.log thuoc may ao
CyberOps Workstation VM.

68100|0088307227 |d(9
£Z2IN3|00¥226022T |N|S
29189 |000988022T |Z|T
278U |009662022ZT N|¥

68|49 |0008ST6TZT INIE
0490097206127 (2|2
801 'yooda—ur~XuoT3earTdde 320 ¢[SaTT4 "j40ddns -qer sdgoaspishyeue]

Chuyén d6i Epoch thanh dau thoi gian
¢ thé doc duoc véi AWK. AWK 1a ngon
ngit 1ap trinh duoc thiét ké dé thao tac véi
cac tép van ban. N6 rat manh mé va dic
biét hiru ich khi xur 1y cac t€p van ban trong
d6 cac dong chira nhiéu trudng, dugc phan
tach bang ky tu phan cach. Cac tép nhat ky
chira mot muyc nhap trén mdi dong va duogc
dinh dang dudi dang cac truong dugce phan
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tach bang du phan cach, lam cho AWK tr¢
thanh mot cong cu tuyét voi dé chuan hoa.

Tép nhat ky ¢ trén duogc tao bdi Uing
dung X. Cac khia canh lién quan cua t¢p la:

- Cac ¢t duge phén tach hodc phan
tach bang du | thudc tinh. Do d6, tap tin co
nam cot.

- Cot thir ba chira dau thoi gian trong
Unix Epoch.

- Cac tap tin c6 mot dong thém vao
cubi. Piéu nay s€ quan trong sau nay trong
khi thtr nghiém.

Dung lénh AWK dé chuyén doi va in
két qua ra man hinh:

awk ‘BEGIN
{$3=strftime(“%c”,$3)}
applicationX in_epoch.log

[analyst@secOps lab.support.files]l$ awk °‘BEGIN {FS=0FS="|"}
{$3=strftime("%c",$3)} fprint}’ applicationX_in_epoch. log
2|Z|Mon 18 Aug 2008 11:00:00 AM EDT|AF|O
3IN| Tue 19 Aug 2008 11:00:00 AM EDTIAF| 89

07 Sep 2008 11:00:00 AM EDT|AS| 12

{FS=0FS="|"}
{print}’

08 Sep 2008 11:00:00 AM EDT|AS|67

09 Sep 2008 11:00:00 AM EDT|EU| 23

10 Sep 2008 11:00:00 AM EDTIOCI| 89
| |IWwed 31 Dec 1969 07:00:00 PM EST

Dung 1énh AWK dé chuyén doi log va
ghi log va tap tin applicationX in_hman.
log

awk ‘BEGIN {FS=0FS="|"}
{$3=strftime(“%c”,$3)} {print}’
applicationX in_epoch.log >
applicationX_in_human.log

[analyst@secOps lab.support.files]$ awk 'BEGIN {FS=0FS="|"3}{$3=strftime("%c",$3)}
fprint}’ applicationX_in_epoch.log > applicationX_in_human.log

[analyst@secOps lab.support.files]l$ cat applicationX_in_human.log
2lZIMon 18 Aug 2008 11:00:00 AM EDTIAF|O
3IN|Tue 19 Aug 2008 11:00:00 AM EDT|AF]| 89

4|N|Sun 07 Sep 2008 11:00:00 AM EDT|AS|12
1/ZIMon 08 Sep 2008 11:00:00 AM EDT|AS| 67
5IN|Tue 09 Sep 2008 11:00:00 AM EDT|EU| 23
6|RlWed 10 Sep 2008 11:00:00 AM EDT|OC| 89
| |lWed 31 Dec 1969 07:00:00 PM EST

Dung léenh AWK dé chuyén do6i va in
két qua ra man hinh

[analyst@secOps lab.support.files]$ awk 'BEGIN {FS=
0FS=" "}{$d4=strftime("%c",.$4)} {print}’ /home/fanaly
st/lab.support. files/apache_in_epoch. log
198.51.100.213 - - Wed 31 Dec 1969 07:00:00 PM EST
"GET ftwiki/binfedit/Main/Double_bounce_sender?topi
401 1

cparent=Main.Configurationvariables HTTP/1.1"
2846

198.51.100,.213 - - Wed 31 Dec 1969 07:00:00 PM EST
"GET ftwikifbin/rdiff/TWiki/NewUserTemplate?revi=1,

3&rev2=1.2 HTTP/1.1" 200 4523

198.51.100,213 - - Wed 31 Dec 1969 07:00:00 PM EST

"GET fmailman/listinfo/hsdivision HTTP/1.1" 200 629

1

198.51.100,.213 - - Wed 31 Dec 1969 07:00:00 PM EST

"GET ftwiki/fbin/view/TWiki/WikiSyntax HTTP/1.1" 200
7352

198.51.100,213 - - Wed 31 Dec 1969 07:00:00 PM EST
"GET ftwiki/fbin/view/Main/DCCAndPostFix HTTP/1.1" 2
00 5253

198.51.100.213 - - Wed 31 Dec 1969 07:00:00 PM EST
"GET ftwiki/fbinfoops/TWiki/AppendixFileSystem?templ

200 11382

ate=oopsmore&mi=1, 12&m2=1.12 HTTP/1.1"

3.2. Kich ban tin cong:

M4y tan cong (Attacker) thuc hién
cac ma 1énh tdn cong vao may chu dit liéu
Metaploit.

Nguoi quan trj to chirc ngin chin tin
cong tam thoi thong qua cac cong cu hd tro
tir may chu CyberOps Worksation.

Sau khi hoan tit qua trinh ngan chan
tan cong tur Attacker, ngudi quan tri truy
cap vao may chu nhat ky Security Onion.

Truy cap thanh cong vao may chu nhat
ky, nguoi quan tri st dung man hinh giam
sat truy van cac tap tin nhat ky tr may chu
nhat ky.

Dung cac dir lidu tir tap tin nhat ky dé
phan tich chi tiét cudc tan cong. Tu viéc
phan tich trén, nguoi quan tri s€ cd nhiing
giai phap khac phuc va va 16 hong.

3.3. ELSA log:

Dung 1énh ed chuyén dudng din dén
thu’ muc chua ta tm nhat ky ELSA.

sphinxsearch 57049170 Jun 3 node. log
sphinxsearch 6547557 Aug 2017 node.log.l.9z
sphinxsearch 7014600 Jul 2017 node.log.2.9z
sphinxsearch 6102122 Jul 2017 node.log.3.9z
sphinxsearch 4655874 Jul 2017 node.log.4.9z
sphinxsearch 6518229 Jun 18 08:06 query.log
sphinxsearch 53646286 Jun 18 08:06 searchd.log

- 1 www-data sphinxsearch 32611837 Jun 18 08:06 web.log

3.4. Snort log:

Dung 1énh cd chuyén duong dan dén
thu muc chura tap tin nhat ky Snort.

analyst@SecOnion:/nsm/sensor_data$ 1s -1

sguil sguil 4096 Jun 19 2017 seconion-eth®
sguil sguil 4096 Jun 19 2017 seconion-ethl
sguil sguil 4096 Jun 19 2017 seconion-eth2
sguil sguil 4096 Jun 19 2017 seconion-eth3

analyst@SecOnion:/nsm/sensor_data$ ls -1 seconion-eth@
total 144

drwxrwxr-x 2 sguil sguil 4096 Jun 2017 argus
drwxrwxr-x 5 sguil sguil 4096 Jun 08:04 dilLyLoqs
drwxrwxr-x 2 sguil sguil 4096 Jun 2017
drwxrwxr-x 2 sguil sguil 4096 Jun 2017 sa
drwxr-xr-x 2 sguil sguil 4096 Jun 08:16
-rw-r--r-- 1 sguil sguil 121568 Jun 08:16 snort- 1 stats
-rw-r--r-- 1 root root 0 Jun 2017 snort.stats
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3.5. Bro log:

Dung 1énh ed chuyén duong dan dén
thu muc chtra tip tin nhat ky Bro.

sguil
sguil
sguil
sguil

capture_loss.log
communication.log
conn.log
loaded_scripts.log
packet_filter.log
reporter.log
stats.log
stderr.log
stdout.log

:06 weird.log

sguil
sguil
sguil
sguil
sguil
sguil

3.6. Various log:

Dung 1énh cd chuyén duong dan dén
thu muc chura tap tin nhat ky Sguil.

analyst@SecOnion:/var/log/nsm$ 1s -1

-- 1 sguil sqguil

.- 1 sguil sguil

-- 1 sguil squil

-- 1 sguil sguil

-- 1 sguil sguil

-- 1 squil squil

-- 1 sguil squil

-- 1 sguil squil

-~ 1 sguil sguil

-- 1 sguil sqguil

-- 1 sguil squil

-- 1 sguil sguil

1 sguil sguil

-- 1 sguil sqguil

-- 1 squil sguil
drwxr-xr-x 2 sguil sguil
drwxr-xr-x 2 sguil sguil
[drwxr-xr-x 2 sguil sguil
drwxr-xr-x 2 sguil sguil
-- 1 sguil sguil

4 Jun 18 08:23 eth@-packets.log
4 Jun 18 08:23 ethl-packets.log
4 Jun 18 08:23 eth2-packets.log
182 Jun 18 08:04 ossec_agent.log
202 Jul 11 2017 ossec_agent.log.20170711120202
202 Jul 13 2017 ossec_agent.l0g.20170713120201
202 Jul 14 2017 ossec_agent.log.20170714120201
202 Jul 15 2017 ossec_agent.l0g.20170715120202
249 Jul 16 2017 ossec_agent.log.20170716120201
202 Jul 17 2017 ossec_agent.l0g.20170717120202
202 Jul 28 2017 ossec_agent.log.20170728120202
202 Aug 2 2017 ossec_agent.log.20170802120201
202 Aug 2017 ossec_agent.log.20170803120202
202 Aug 2017 ossec_agent.log.20176804120201
42002 Aug 2017 pulledpork
4096 Jun
4096 Jun
4096 Jun
4096 Jun

1647 Jun -elsa-config.log

rit
7705626 Jun 18 08:33 sensor-clean.log
1603 Aug 4 2017 sensor-newday-argus.log

-- 1 sguil sguil
-- 1 sguil sqguil
.- 1 squil sguil
-- 1 sguil sguil
-- 1 sguil sguil

1603 Aug 4 2017 sensor-newday-http-agent.log
8875 Aug 4 2017 sensor-newday-pcap.log

53163 Aug 4 2017 sguil-db-purge.log

-- 1 sguil sguil 4
.- 1 squil squil 8

369738 Aug 2017 sid_changes. log
22598 Aug 2017 s0-bro-cron.log
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4. KET LUAN
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