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BAO DAM AN TOAN THONG TIN
TRONG GIAD DICH BIEN TU THEO PHAP LUAT
CUA MOT SO Qudc GIA
VA BE XUAT CHO VIET NAM

= TS. Hoang Pinh Thang

® TOM TAT: Trong thoi dai chuyén déi so, giao dich dién tir ngdy cang phé bién va da
iré thanh nén tang quan trong cua hoat dong thuwong mai, dich vu cong va quan tri xa hoi.
Cing vé6i do, dic tinh phi vit chat, dé sao chep, truyén tai nhanh va xuyén bién gidi ciia
dit lieu dién tr da dat ra nhiéu rii ro ve an toan thong tin, nhu 19 lot dir liéu, gia mao giao
dich, tdn céng mang, xam pham quyén riéng tu, tranh chap chir ky dién tir... Vi vdy, nhiéu
quoc gia dd ban hanh cdc quy dinh phdp lugt dé bdo vé cdc bén tham gia giao dich dién
tir, dam bdo an toan thong tin. Trong bai viét nay, chiing ta sé khao sat phdp luat dam bao
an toan thong tin trong giao dich di¢n tur 6 mot $6 quéc gia (trong do cé Viét Nam). Tir do
rit ra bai hoc kinh nghiém va dé xudt gidi phdp hoan thién phap ludt, cung co ha tang ky
thudt, ting cwong thuwce thi va ndng cao nhdn thirc xa héi, nham xdy ding mét méi truong
giao dich dién tir an toan, tin cqy va hoi nhap doi véi Viét Nam.

® Tir khoa: An toan thong tin, Giao dich dién tir, Dinh danh dién ti; Chir ky dién tu; Bdo
vé dir liéu ca nhan,; So sanh phap luat; Viét Nam.

® ABSTRACT: In the digital transformation era, electronic transactions have become
increasingly common and serve as an essential foundation for commercial activities,
public services, and social governance. Along with this, the intangible nature of electronic
data - its ease of duplication, rapid transmission, and cross-border circulation has given
rise to numerous information security risks, such as data breaches, transaction forgery,
cyberattacks, privacy violations, and disputes over electronic signatures. Therefore,
many countries have enacted legal regulations to protect parties involved in electronic
transactions and to ensure information security. This article examines the legal frameworks
for ensuring information security in electronic transactions in several countries (including
Vietnam). From this, it draws lessons and proposes solutions to improve legislation,
strengthen technical infrastructure, enhance enforcement, and raise public awareness, with
a view to building a safe, reliable, and internationally integrated electronic transaction
environment for Vietnam.

® Keywords: N Information security, Electronic transactions, Digital identity,; Electronic
signature; Personal data protection; Comparative law,; Vietnam.
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u phat trién manh mé ctia cong nghé

thong tin va truyén thong di tao ra

nhimg thay d6i can ban trong doi

song kinh t& — xa hoi. Trong do,
giao dich dién tir n6i 1én nhu mot phuong
thirc giao dich chu yéu, thay thé dan cac
giao dich truyén thong. Tir thuong mai dién
tr, dich vu tai chinh truc tuyén, dén chinh
phu dién tir va cac tng dung sd trong y té,
gido duc, giao dich dién tir dang trd thanh
dong luc trung tam thic day kinh té sb, doi
mo&i sang tao va hoi nhap qudc té.

Trong linh vuc phap luat, nhiéu qubc
gia va to chtrc qudc té di ban hanh cac vin
kién quan trong nham diéu chinh hoat dong
giao dich dién tr va bao v€ an toan thong
tin. Tai Viét Nam, khung phap 1y vé giao
dich dién tir da dugc hinh thanh vé1 Luat
Giao dich dién tir nam 2005 (vira dugc stra
d6i naim 2023), Luat An toan thong tin mang
2015, Luat An ninh mang 2018 va cac van
ban huéng dan thi hanh. Pay 1a nén tang
quan trong dé thuc day kinh té s6 va bao
dam an toan thong tin. Tuy vay, hé thong
phap luat hién hanh van con ton tai mot sd
bat cap nhu: quy dinh chong chéo giita cac
luat, thiéu hudng dan chi tiét cho cac giao
dich xuyén bién gidi, nang luc thuc thi con
han ché, ché tai chua du stc ran de, trong
khi nhén thtrc cua cong d@)ng vé bao mat
thong tin chua cao. Diéu d6 khién Viét Nam
601 dién nguy co gia tang t0i pham mang,
mat niém tin cta ngudi ding, va bi tut hau
so v4i cac nude trong khu vuc vé nang luc
bao v¢ an toan giao dich dién tir.

PHAPLUATDPAM BAO AN TOAN
THONG TIN TRONG GIAO DICH
PIEN TU O MOQT SO QUOC GIA

1.Viét Nam

* Ludt Giao dich dién tr 2023 (20/2023/
QH15) vo6i nhitng ndi dung sau:

- Ban hanh ngéy 22/6/2023, c6 hiéu luc
tur 1/7/2024, thay thé Luat Giao dich di¢n tir
nam 2005.

- M rong pham vi ap dung: Luat diéu
chinh giao dich dién tr trong moi linh vuc,
ké ca nhirng linh vyc trude day khong duoc
luat ct cho phep thuc hién bang phuong
thire dién tu (vi du gidy ching nhan quyén
st dung dat, gidy ching nhan dang ky két
hon, khai sinh, khai tr ...) néu céc luat
chuyén nganh khong cam.

- Quy dinh vé chit ky dién tu
(“electronic signature”) va chit ky sb
(“digital signature”). Luat mai phan loai
chitr ky dién tur theo muc dich stir dung: chir
ky chuyén dung, chit ky s6 cong khai, chir
ky chuyén mén cong vu... dé dam bao tinh
xac thuc.

- Cong nhén chit ky dién tir / ching thu
s6 nudc ngoai néu thoa man diéu kién nhat
dinh nhu nha cung cip ching thu s6 nudc
ngoai dap tmg tiéu chuan do Viét Nam quy
dinh; c6 thé c6 dai dién tai Viét Nam...

* Cac quy dinh dam bado an toan thong
tin:

- Luat Giao dich dién tir moi két hop
quy dinh “bdo dam an toan thong tin, an
ninh mang, phap luat vé bao vé dit lidu ca
nhan” - cic to chirc, ca nhan tham gia giao
dich dién tur phai tudn thu cac luat nay.

- Céc hanh vi bi cam trong giao dich
dién tor (vi du: st dung giao dich dién t
dé gy hai loi ich qudc gia, an ninh; can tr&
hodc pha hoai hé théng thong tin; thu thap,
str dung, cong bd hodc phat tan dir liéu/thong
di€p dir li¢u trai phép; gia mao, lam sai I¢ch,
x0a bo thong di€p dir li¢u; gian lan, gia mao
chir ky dién tir, chung thu s6; viéc sir dung
tai khoan/ chimg thu/chir ky s trai phép).

* Nhitng diém manh, han ché:

- Uu diém: Luat méi bao phu rong
hon, cap nhat véi thuc té cong ngh¢; loai
b6 nhitng “khoang trong” ma luat cii bo lai.
Cong nhan chir ky dién ti/ ching thu sb
nudc ngoai - hd tro giao dich qudc té. Quy
dinh r3 cac hanh vi bi cAm, hinh phat, trach
nhiém phap 1y.
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- Han ché / thach thirc: Viée thuc thi,
kiém tra, giam sat chuan k§ thuat, ning
luc bao mat cuia cac bén cung cap dich vu
chtng thu/chir ky s6. Yéu cau ky thuat va
bao mat co thé cao, gay kho cho cac to chirc
nhd, vung con han ché vé ha téng. Van dé
vé bao vé dir liéu ca nhan, quyén riéng tu
trong giao dich dién tir, dac bi¢t khi trao doi
dir liéu xuyén bién gioi.

2. Lién minh Chau Au (EU)

2.1. Quy dinh eIDAS

- Regulation (EU) N0 910/2014 (eIDAS
- electronic I[Dentification, Authentication
and trust Services) c6 hiéu luc tir 1/7/2016
tai cac qudc gia thanh vién.

- eIDAS dinh nghia 10 cic loai chix
ky dién tu: Standard Electronic Signature
(SES), Advanced Electronic Signature
(AES), va Qualified Electronic Signature
(QES).

- Mot chir ky dién tir ¢6 thé bi tir chdi
gia tri phap 1y néu khong dap Gmg yéu cau
ky thuat nhi¢ém vu hay néu luét chuyén
nganh yéu cdu mirc cao hon; nhung khong
duoc tir chdi chi vind & dang dién tir.

2.2. An toan thong tin va dich vu tin cdy
(trust services)

- eIDAS quy dinh cac trust service
providers (cung cap dich vy tin cdy) phai
tuan céc tiéu chuan ky thuat, dugc ching
nhan, chiu trach nhiém phap 1y. Bao gém
ching thuc chir ky dién tu, dau dién tir, xac
thuc dién tr,...

- Hé thdng xéc thyc dién tir xuyén bién
gi61: cac chir ky dién tir hoac dich vu cong
nhan tir mot qubc gia thanh vién phai duoc
qudc gia thanh vién khac cong nhan theo
diéu kién.

2.3. Bao vé dir lieu ca nhan

-EU c6 GDPR (General Data Protection
Regulation) bao vé quyén riéng tu va dir
liu c4 nhan, ap dung d6i véi moi dir lidu
ca nhan duoc xu ly trong giao dich dién tu.
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- GDPR quy dinh 15 vé su dong thuén
(consent), quyén truy cap du’ liu, quyén
chinh stra, quyén bi “quén”, ché tai khi vi
pham.

3. Hoa Ky
3.1. ESIGN Act va UETA

- Electronic Signatures in Global and
National Commerce Act (ESIGN Act) nam
2000: luat lién bang, cong nhan chit ky dién
tor co gia tri phap ly tuong duong chir ky
viét tay, mién 1a cac bén dong y su dung
phuong thirc dién tir; khong duoc tir chdi
hop dong chi vi n6 & dang dién tu.

- Uniform Electronic Transactions Act
(UETA): luét cap tiéu bang (hau hét cac tiéu
bang 4p dung) bo sung khung phap 1y cho
giao dich dién tr, chir ky di¢n tur.

3.2. An toan thong tin & bdao mat:

- Céc luat lién bang hoac tiéu bang vé
bao v¢ thong tin c4 nhan, dir li¢u nguoi
dung (vi dy luat riéng vé bao mat dir liéu,
luat bao vé quyén riéng tu) hd trg dam bao
an toan thong tin cho giao dich dién tu.

- Yéu cau vé ching thuc, xac thuc, luu
trlr ho so di¢n tir, bang chung dé co theé su
dung trong tranh chap.

4. Canada

-ColuatPIPEDA (Personal Information
Protection and Electronic Documents Act)
- luat lién bang bao v¢ thong tin ca nhan
va quy dinh vé viéc sir dung ho so/tai liéu
dién tu.

- Céac tinh, bang cling c6 luat riéng
tuong tu hodc bo sung khung phap luat cho
giao dich dién tir/ chit ky dién tir. Luat dong
b hoa (Uniform Electronic Commerce Act
- UECA) dugc thong qua nhiéu tinh bang
dé tao su théng nhat.

5. Australia

- Luat Electronic Transactions Act
1999 (ETA) ¢ cap Lién bang, cung voi cac
quy dinh trién khai, cho phép giao dich dién
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to dugc thyc hién va cac chir ky dién tu
dugc cong nhan.

- C4c bang / lanh tho (States/Territories)
cing co luft riéng theo hudng tuong tu.
Quy dinh vé tinh xac thuc, tinh toan ven cua
giao dich, sy dong y cua cac bén, dam bao
phuong thirc xac thuc phu hop tuy muce do
rui ro.

SO SANH, BAI HOC RUT RA

vé khung phap ly téng thé:

- Cdc quéc gia phdt trién: RS rang: luat
lién quan t61 giao dich dién tir + chitr ky dién
tor + bdo v¢ dir liu cé nhan + yéu clu an
toan thong tin + cong nhan qudc té.

-0 Viet Nam: Phap luat moi (2023)
dap ung t6t cac yéu tb tong thé hon so VOl

luat cli: m& rong pham vi, cong nhan quoc
té, quy dinh r0 cac hanh vi bi cam.

Cong nhin chir ky dién tir / chirng
thw so0 / dich vu tin cay:

- Cdc quoc gia phat trién: EU eIDAS
dit ra tiéu chuan ky thuat va hanh chinh
cao v6i QES, AES; cac qubc gia nhu Hoa
Ky, Canada cho phep loai chir ky don gian
néu dap tmg diéu kién vé xé4c thyc, ¥ chi;
Australia cling tuong tu.

- O Viét Nam: Viét Nam méi quy dinh
phan loai chir ky dién tr, cong nhén chir ky
nudc ngoai néu dap tng ti€u chuan.

An toan dir liéu, bdo mat, quyén
riéng tu:

- Cdc quéc gia phat trién: GDPR &
EU 1a chuan muc; luat lién bang/tiéu bang
6 My; 6 Canada PIPEDA; Australia ¢ cac
quy dinh bao mat; cac nha cung cap tin cay
phai chiu trach nhi€ém vé bao mat.

- O Viét Nam: Viét Nam c6 luat an toan
thong tin, ludt an ninh mang, luat b@o vé
dwr li€u ca nhan; nhung thyc thi, chuan ky
thuat, ndng luc van la théach thtec.

Xt ly hanh vi vi pham / trach nhiém
phap ly:

- Cdc quéc gia phat trién: C6 ché tai,
trach nhiém rd: vi du nha cung cép dich vu
tin cdy trong EU chiju trach nhiém néu vi
pham tiéu chuan; trong My, hop dong dién
tir néu o tranh chap c6 thé dua ra ching cir;
GDPR c¢6 xtr phat hanh chinh nang.

- O Viét Nam: Viét Nam quy dinh cac
hanh vi bi cAm, trach nhiém; cAn hoan thién
thém quy dinh xr phat, gidm sat; ha téng ky
thuét, tiéu chuan chung thuc phé bién chua
dong déu.

Kha nang cong nhin xuyén bién gidi:

- Cdc quoc gia phat trién: EU eIDAS:
chr ky dién tir va nhan dang dién tir dugc
cong nhan gitra cac qudc gia thanh vién;
Hoa Ky ¢6 thoa thuan quoc té; nhleu quoc
gia dbi tac cong nhén chimg thu s6 quoc té
néu dap ung diéu kién.

- O Viét Nam: Viét Nam moi cong nhan
chit ky / chirng thu nude ngoai néu dap tng
cac diéu kién Viét Nam quy dinh — 1a mot
bude tién; song thyc thi va kha nang duogc
cong nhan ¢ nude ngoai phu thude vao tinh
chuan va sy tin cdy trong tiéu chuan k¥
thuat va phap ly.

NGUYEN TAC VA BIEN PHAP
THUC TE CAN AP DUNG

Dua trén cac quy dinh cua cac quoc gia
no6i trén, co thé rat ra nhimg nguyén tic va
bién phap sau dé dam bao an toan thong tin
trong giao dich di¢n tu:

1. Xdc thue & ky s6 / chimg thuc
(Authentication & Digital Signature): Su
dung chtr ky dién tir dugc chung thuc theo
tiéu chuan phap luat dé dam bao tinh xac
thuc, tinh toan ven cua thong diép. (VD:
Nhat Ban - Act on Electronic Signatures).
Xéc minh danh tinh nguoi gtri, ngudi nhén;
st dung ching chi s6, dich vu tin cay.

2. Yéu cau ky thudt & t6 chirc vé bdo
vé dit lieu (Technical & Organizational
Measures): M3 héa dir liéu khi truyén (in
transit) va khi luu trir (at rest). Kiém soat
truy cap (access control), phan quyén rd
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rang; theo nguyén tic “it quyén nhat can
thiét” (least privilege). Theo di, giam sat,
ghi log hoat dong; phat hi¢n, canh bao vi
pham. B4do mat vat ly co s& ha téng, moi
truong luu trir.

3. Quan Iy rui ro & xu Iy vi pham (Risk
Management & Incident Response):Panh
gia rui ro thuong xuyén, cap nhat cac diém
yéu vé cong nghg, 16 hong. C6 ké hoach
ung pho sy cO (incident response plan),
bao gdm xéac dinh, ngin chin, giam thiéu
thi¢t hai, thong bdo. Yéu cau thong bao vi
pham dir li¢u theo quy dinh phap luat (vi
du 30 ngay & My néu du muac ngudi bi anh
huong).

4. Quyén cua ngwoi ding / nguoi
tieu dung (User / Consumer Rights &
Transparency): Thong bado r0 rang cac
diéu khoan giao dich: nguoi ban 1a ai,
gia, phuong thirc thanh toan, phuong thurc
huy, tra hang ... (vi du Nhat Ban — Act on
Specified Commercial Transactions). Phai
cho phép nguoi dung truy cép, chinh sua,
xo0a dir liéu ca nhan; quyén khleu nai; biét
vi pham néu cd. Minh bach vé viéc thu thap,
st dung dir liéu: muc dich, thoi gian luu trir,
néu chia sé cho bén thir ba.

5. Tudn thii cdc tiéu chudn quoc té /
cong nghiép (Standards & Certifications):
Ap dung cac tiéu chuan nhu ISO/IEC 27001
vé hé théng quan 1y an toan thong tin. Tuan
thiit PCI DSS néu xtr 1y thanh toan bang thé
tin dung. St dung cac dich vu chung thuc
tin cay, dich vu dinh danh dién tir dugc phéap
luat cong nhan.

6. Gido duc, nang cao nhdn thiuc &
trach nhiém ngi bo: Pao tao nhan vién, ap
dung chinh sdch bao mat ndi by rd rang
(password, quy trinh xir 1y thong tin, quyén
truy cap...). Thuong xuyén thuc hién kiém
tra, danh gid bado mat (audit, penetration
test).

7. Phdp Iy & xit Iy tranh chdp: Can
quy dinh rd gia tri phap ly cua thong diép
dir liu, chir ky dién tur, bang chung di¢n
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to trong luat. (VD: eIDAS, luat Nhat Ban
vé chir ky dién tr). Co ché tai xur phat vi
pham; trach nhi¢m dan sy, hanh chinh — dé
ran de. Co ché giai quyét tranh chap, khiéu
nai va giai phap boi thuong thiét hai cho
ngudi tiéu dung néu c6 vi pham.

KET LUAN VA DE XUAT

* Két lugn: Phap luat vé giao dich dién
tor va an toan thong tin ¢ nhleu quoc gia,
dic biét trong cac nén kinh té phat trién, da
phat trién kha hoan chinh: tir khung lut,
quy dinh vé chir ky dién tir / dich vu tin cay,
bao v¢ dir liéu ca nhan, xu ly vi pham, cong
nhan qudc té, va c6 tiéu chuan ky thuat rd
rang.

Viét Nam véi Luat Giao dich dién tir
nim 2023 13 budc tién 16n, gitp lap cac
khoang trong trudc day, nang cao tinh phap
1y cua céc giao dich dién tir, md rong cong
nhén, ddm bdo an toan thong tin trong moi
truong giao dich sb.

* Pe xuat: PE ti€p tuc hoan thi¢n, Viét
Nam c6 thé xem xét dieu chinh cac ndi
dung sau:

1. Hoan thién tiéu chuan ky thuat va
quy trinh cAp phép / chtng nhan: Xay dung,
ban hanh cic tiéu chuan qudc gia vé bao
mat thong tin, ma hoda, xéac thuc, luu trir, sao
lru, khoéi phuc dir liéu. Klem dinh nang luc
cua cac t6 chuc cung cip dich vu chtng thu
sb / chir ky dién tir / dich vu tin cay.

2. Tang cuong thyc thi, gidm sat va xtr
Iy vi pham: Phat trién co quan chuyén trach
giam sat an toan thong tin trong giao dich
dién tir. Ché tai rd rang, nghiém khac doi
vO1 cac vi pham vé bao mat, gid mao, lam
sai 1éch dir ligu.

3. Bao vé dif liéu ca nhan, quyén riéng
tu: Pam bao cac giao dich dién tu thu thap
dir liéu c4 nhan phai tuan thi nguyén tac tdi
thiéu, han ché chia sé khong can thiét. Xac
dinh rd trach nhiém déi voi thong tin bi ro
ri, mat mat.

4. Hop tac qubc té, cong nhan xuyén
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bién gidi: Thuc day thoa thuan song phuong
/ da phuong cong nhan chir ky dién tir /
chung thu sb giita cac qudc gia. Tham gia
cac hiép udc qudc té / mo hinh tiéu chuan
nhu UNCITRAL Model Law, eIDAS,
MLETR...

TAI LIEU THAM KHAO:

1. Regulation (EU) No 910/2014 (elDAS
Regulation) - Electronic Identification,
Authentication and Trust Services for
electronic transactions in the internal
market - Khung phap ly cia Lién minh
Chau Au vé nhan dang dién t, dich vy tin
cdy, chit ky sd, dam bao tinh toan ven, xac
thuc, bado mat thong tin.

2. Electronic Signatures in Global and
National Commerce Act (ESIGN) - Hoa
Ky. Luat néy (ndm 2000) céng nhan chir ky
dién tir va ho so dién tr co gia tri phap ly
tuong duong chir ky glay trong giao dich
lién tia bang va quoc t€, néu dap ng cac
diéu kién nhat dinh.

3. Tai liéu nghién cuu vé chién luoc an ninh

5. Nang cao nhan thirc, phat trién nang
luc k¥ thuat: Pao tao cho nguoi dan, doanh
nghiép vé riii ro an toan thong tin, cach thirc
giao dich an toan. Xay dyng ha ting bao
mat, hd trg cac doanh nghiép nhd va vung
kho khan./.

mang quoc gia: Bao gdbm cac nudc chau Au,
Singapore, Australia, Hoa Ky, Canada..
Trong d6 c6 céc nodi dung v€ bao dam an
toan thong tin trong giao dich s6, thuong
mai dién tu.

4. Ludt Giao dich dién tir (Ludt s 20/2023/
QOHI15) cua Viét Nam. Luat nay thay thé
Luat Giao dich dién tir nam 2005, c6 hi¢u
luc tur ngay 1/7/2024. C6 cac quy dinh m&
rong veé chit ky dién tuw/ching thu s, chimg
thue tin cdy, cp tai khoan giao dlCh dién
tu, trach nhiém cua nha cung cap dich vu
tin cay.

5. Cdc hanh vi bi cam trong giao dich dién tur
theo Ludt Giao dich dién tir 2023.

6. Quy dinh vé dam bdo tinh an toan ciia hé
thong thong tin phuc vu giao dich dién tu.
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