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LUAT AN NINH MANG
MOT SO VAN BE GAN TRAO ili]
VA GIAI PHAP BE XUAT

= ThS. Nguyén Dinh Toan

® TOM TAT: Trong thoi dai cong nghé so phat trién manh mé nhw hién nay, khong gian
mang da tro thanh mot phan khong thé thiéu trong doi song xd héi, kinh té va chinh iri
cua moi quoc gia. T uy nhién, cung voi nhing loi ich to lon, khong gian mang cung tiém
an nhiéu nguy co vé an ninh nhu 101 pham mang, tin gza xuyén tac thong tin, xam pham
doi tu, hay de doa an ninh quéc gla Tir thuc te do, viéc ban hanh Lugt An ninh mang la
budc di quan trong nham bao vé chu quyén khéng gian mang, dam bdo an toan thong tin
va quyén loi ciia ngueoi dan, 16 chire, doanh nghiép. Bdi viét nay sé néu thuc trang thuc thi
Ludt An ninh mang tai Viét Nam va dé xudt mét s6 giai phap nham hoan thién ludt trong
thoi gian toi.

® Tir khéa: Ludt An ninh mang, khong gian mang, quyén riéng tw cé nhén, gid tri can dwoc
bao vé, an ninh nhu toi pham mang

® ABSTRACT: In todays rapidly advancing digital age, cyberspace has become an
indispensable part of the social, economic, and political life of each nation. However,
alongside its tremendous benefits, cyberspace also carries many security risks, such as
cybercrime, fake news, information distortion, invasion of privacy, and threats to national
security. In response to these challenges, the enactment of the Cybersecurity Law is a
crucial step in protecting cyberspace sovereignty, ensuring information security, and
safeguarding the rights and interests of individuals, organizations, and businesses. This
article will discuss the current implementation of the Cybersecurity Law in Vietnam and
propose several solutions to improve the law in the future.

® Keywords: Cybersecurity Law, cyberspace, personal privacy, values to be protected,
security risks such as cybercrime.
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MO PAU céc hé thdng may tinh va cac hé thong xur 1y
va diéu khién trong cac nganh coéng nghiép
trong yéu, 1a moi truong dic biét “mdi
: : truong Go”, noi ma con nguoi co thé trao
cau cua cac co s¢ ha tang cong ngh¢ thdng  d6i thong tin va tuong tac voi nhau, khong
tin, bao gém Internet, cac mang vién thong,  bi gi¢i han bdi khong gian va thoi gian.

Khong gian mang la khai niém rong
hon Internet. N6 1a mang ludi két ndi toan
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Trong ky nguyén sd, sy phat trién nhanh
chong cua cong nghé¢ di kem voi nhitng
nguy co tiém tang nhu toi pham mang, xam
pham thong tin c4 nhan, lan truyén thong
tin sai 1€ch. Trudc thuc trang do, nhiéu quéc
gia - trong do c6 Vi¢t Nam - da ban hanh
Ludt An ninh mgng nhu mdt cong cu phap
ly dé bao vé an ninh quéc gia trén khong
gian mang. Tuy nhién, mot trong nhiing van
dé gay nhiéu tranh luan [a moi quan hé giva
Ludt An ninh mang va quyen riéng tu ca
nhan - 1iéu c6 xung dot hay khong, va dau
1a ranh giGi hop 1y giita bao vé cong dong
va bao vé quyén ca nhan?

Nhitng lgi ich ma Internet, mang xa hoi
mang lai cho cudc sdng ctia con ngudi la
diéu khong thé _phu nhén dugc. Tuy nhién,
hé sinh thai 5O ay lai datra nhiéu thach thirc
d6i v6i moi _quoc gia, mdi dan toc va hon
thé nira 1a ddi v6i toan nhan loai. Diéu nay
dan tGi viec ké xau c6 thé loi dung Internet,
mang xa hoi vi nhitng muc tiéu x4u xa, nhu:
Pua thong tin gidt gan nhdm cu view, cdu
like; dua thong tin vé& doi tu do hep hoi, ich
ky... Nguy hiém hon, khong gian mang con
1a méi truong thuan lgi dé kich hoat cac vii
khi mang trong viéc lat d6 thé ché chinh tri
ctia mot s6 quoc gia...

TONG QUAN VE LUAT AN NINH
MANG VA MOT SO VAN PE CAN
TRAO DOI

1. Muc ti€u ctia Luat An ninh mang la
nhim bao vé an ninh quéc gia, trat tu an
toan xa hoi trén khong gian mang, phong
ngtra va xu ly hanh vi vi pham phdp luat
mang, dong thoi dam bao quyén va loi
ich hop phap cua to chirc, ca nhan. Trong
d6 bao gdm: Quy dinh vé viéc luu trit dir
lidu nguoi dung tai Viét Nam; Yéu cau cac
doanh nghiép cung cap dich vu mang phai
hop tac vdi co quan chirc nang khi c6 yéu
cau; Cam sur dung mang dé xam pham loi
ich qudc gia, tung tin gia, xc pham danh
du, nhan phém...

2. Trong Luit, quyén riéng tu c4 nhan,
bao gom thong tin cd nhan, quyén gilt bi

mat thu tin, hinh anh, dir li¢u... 1a mdt trong
nhing quyén co ban dugc ghi nhin trong
Hlen phéap Viét Nam va cac cong udc quoc
té ma Viét Nam tham gia. Chinh vi vay,
viéc bao vé quyén riéng tu 1a diéu kién tién
quyét dé xay dung 10ng tin trong x hoi s6.

3. Mot trong nhiing lo ngai 16n nhat 1a
viéc thu thap, Iuu trlr va sir dung dir liéu ca
nhan boi cac co quan nha nudc hodc doanh
nghiép c6 thé dan dén lam dung quyén lyc,
vi pham quyén riéng tu néu khong c6 co
ché kiém soat chit ché. Vay, cac quy dinh
trong Luat An ninh mang c¢6 dam béo rang
dir li€u c& nhan chi dugc su dung dung muc
dich, co6 su giam sat doc 1ap, minh bach hay
khong? Pay 1a cau hoi can dugc lam rd,
nhéat 1a khi chua c6 mot dao luét riéng biét
vé bao vé dit liéu c4 nhan tai Viét Nam.

4. Khong thé _phu nhén rang an ninh
qudc gia 1a yéu to hang dau trong bat ky
x& hoi nao. Tuy nhién, ty do cd nhén va
quyen riéng tu cling la nén tang cua mot xa
hoi dan chu, van minh. Viéc tim kiém mot
diém can bang giita hai yéu t6 nay 1a mot
thach thirc 16n d6i véi cac nha lam luat. Néu
nghiéng qua nhiéu vé an ninh, xa hoi s& doi
mat v4i nguy co kiém soat, giam sat qua
muc. Nguoce lai, néu budng long qua muec,
s& tao diéu kién cho céc the luc lgi dung
khéng gian mang dé gy rdi, tuyén truyén,
tan cong mang.

KET QUA THUC THI VA HAN
CHE, BAT CAP

Tai Viét Nam, viéc ing dung va phat
trién manh mé cong nghé thong tin trong
cac linh vire ctia doi séng xa hoi dd gop phan
to 1on day nhanh qua trinh cong nghiép hoa,
hién dai hoa dit nude, phat trién kinh te
van hoéa, xa hdi, nang cao chét lugng y te,
gido duc, phat huy stic sang tao va quyén
lam chu cua nhan dan, gitt viing an ninh,
qudc phong. Tuy nhién, dudi goc d an ninh
qudc gia va trat ti an toan xa hoi thi chinh
su phat trién d6 lai gy ra nhiéu van d¢é tiéu
cuc, nhirng ké x4u, cac thé luc thu dich d&
dang st dung mang vién thong, Internet dé
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tuyén truyén chong pha pha Pang va dan
toc... Da xudt hién hang nghin trang thong
tin di¢n tu, blog, trang mang xa hdi nhu
Zalo, Viber, Twitter... dac biét 1a Facebook,
c6 ndi dung x4u, dang tai an pham doi truy,
bao luc, trai voi thuan phong my tuc cua
dan toc. Hoat dong tinh bao mang, t61 pham
mang ngay cang tinh vi, xdo quy¢t, gy hau
qua ngay cang nghiém trong... Chinh vi 1€
do, vi¢c ban hanh Luat An ninh mang la
can thiét dé tao co so phép 1y vimg chéc
trong viéc xac dinh va xu ly cac hanh vi
xam pham dén An ninh qudc gia, trat tu an
toan xa hoi, ddc bi¢t la nhimg hanh vi xam
pham dén cic quyén con nguoi, quyen loi
ich hop phap cua cic co quan, to chic va
ca nhan.

1. NO1 dung Ludt An ninh mang cta
Viét Nam phu hop véi tinh than cta Hlen
chuong Lién hop quéc, Tuyén ngon vé
quyén con nguoi cua Dai hoi dong Lién
hop quoc (1948), Cong udc qudc té vé cac
quyén dan su va chinh tri nam 1966 va cac
vin ban khac 6 lién quan, phu hop véi Hién
phap nuéc CHXHCN Viét Nam, Bo luat
Hinh sy, B0 luat Dan su Viét Nam. Cac quy
dinh cta Luat An ninh mang truc tiép bao
vé 05 quyén con ngudi, cu thé: Quyén sdng,
quyén tu do va an ninh ca nhan; quyén binh
dang trude phap ludt va dugc phap luat bao
vé; Quyén khong bi can thi€p vao doi tu,
gia dinh, chd & hodc thu tin; Quyén khong
bi xam hai danh dy hay uy tin ca nhan;
Quyén ty do tu tudng, tin ngudng va ton
gido ctia cong dan; Quyén tu do ngdn luan,
tu do biéu dat cta cong dan.

2. Bén canh viéc bao vé quyén con
ngudi, Piéu 8 Luat an ninh mang cling liét
ké cu the r0 rang cac hanh vi bi nghiém
cAm vé an ninh mang, trong do ¢ nhiing
hanh vi xdm pham dén quyén con ngudi,
bao gdm mot s6 hanh vi sau:

Mot la, st dung khong gian mang dé
thuc hién hanh vi: T6 chuc, hoat dong, cau
Kkét, xti giuc, mua chudc, Itra gat, 161 kéo,
dao tao, huan luyén nguoi chdng Nha nudc
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Cong hoa xa h¢i chu nghia Viét Nam; Xuyén
tac lich su, phu nhan thanh tyu cach mang,
pha hoai khoi dai doan két toan dén toc, xtc
pham ton gido, phan biét dbi xir vé gidi,
phan bi¢t chung tdc; Thong tin sai su that
gdy hoang mang trong Nhan dan, gay thiét
hai cho hoat dong kinh té - xa hoi, gay kho
khan cho hoat dong ctia co quan nha nudc
hodc nguoi thi hanh cong vy, xdm pham
quyén va loi ich hop phap cua co quan, to
churc, ca nhan khac; Hoat dong mai dam, t¢
nan xa hoi, mua ban nguoi; dang tai thong
tin dam 6, ddi truy, t0i ac; pha hoai thuan
phong, my tuc cua dan tdc, dao duc xa hoi,
suc khée cua cong déng;Xﬁi giuc, 161 kéo,
kich dong nguoi khac pham toi.

Hai la, san xuat, dua vao st dung
cong cu, phuong tién, phan mém hodc cé
hanh vi céan tré, gay r6i loan hoat dong cua
mang vién thong, mang Internet, mang
may tinh, hé thong thong tin, hé thdng xir
ly va diéu khién thong tin, phuong tién
dién tir; phat tan chuong trinh tin hoc gay
hai cho hoat dong clia mang vién thong,
mang Internet, mang may tinh, hé thong
thong tin, hé théng xur 1y va diéu khién
thong tin, phuong tién dién tir; xam nhap
trai phép vao mang vién thong, mang may
tinh, hé thong thong tin, hé théng xur ly
va diéu khién thong tin, co s& dir liéu,
phuong tién dién tir ciia nguoi khac.

Ba la, 1g1 dung hoac lam dung hoat
dong bao vé an ninh mang dé xam pham
chu quyén, loi ich, an ninh quéc gia, trat
tu, an toan xa hoi, quyen va lgi ich hop
phép cta co quan, to chitc, ca nhan hoic
dé truc loi.

Qud trinh trién khai Ludt An ninh mang
thoi gian qua da dat dwoc nhitng két qua:
Tang cuong bao vé chii quyén khong gian
mang: Cac hanh vi tan phat thong tin sai
léch, chong pha Nha nuéc bi phat hién va
xtr 1y kip thoi. Y thtc cia ngudi dan dugc
nang cao: Nhiéu nguoi di can trong hon
khi phat ngon, chia sé thong tin trén mang
xa hoi. Nang cao vai tro cia co quan chirc
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ning: B6 Cong an, Bo Thong tin va Truyén
thong, Bo Qudc phong di cd sy phdi hop
chit ché trong kiém soat va xir Iy vi pham
trén khong gian mang.

Tuy nhién, van cé mot s han ché, bat
cdp nhu: Thleu tinh 1& rang trong mot s6
quy dinh: Mot s6 diéu khoan nhu “thong tin
gy phuong hai dén an ninh quc gia” con
mang tinh dinh tinh, dé gay tranh cii. Kho
khan trong thuc thi v6i cdc doanh nghiép
nudc ngoai: Vige yéu cau dat may chu tai
Viét Nam hodc cung cap dir liu nguoi dung
van gap nhleu vuong mac do Xung dot luat
phap qudc té. Lo ngai Ve quyén riéng tu va
tu do ngon luén: Mot s6 v kién lo ngai Luét
6 thé bi lam dung dé han ché quyén tu do
biéu dat ctia cong dan.

KIEN NGHI VA GIAI PHAP

Dé dam bao Luat An ninh mang khong
tr¢ thanh cong cu xam pham quyén riéng tu
ca nhan, can: Ban hanh Ludt Bao vé dir li¢u
cd nhdn véi cac quy dinh rd rang vé quyén,
trach nhiém va co ché giam sat. 7} hiét ldp co
ché giam sat doc lap ddi véi cac hoat dong
thu thap va xir Iy dit liéu c4 nhan, bao gébm
ca co quan cong quyén. Minh bach héa quy
trinh yéu cau cung cdp dir liéu, c6 su tham
gia giam sat cua to chire doc 1ap hodc toa an.
Tang cuong gido duc nhdn thire vé quyén
riéng tw cho nguoi dan va doanh nghiép dé
chu dong bao v¢ dit liéu ca nhan.

Mot s6 gidi phdp hoan thién:

- Can ban hanh cac nghi dinh huéng dan
chi tiét cac diéu khoan con chung chung,
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Ludt An ninh mang 1a mot bude tién
quan trong trong viéc xay dung khong gian
mang an toan, lanh manh va phuc vu su phat
trién bén ving cua qudc gia. Tuy nhién, dé
luat phat huy hiéu qua hon nita trong bdi
canh coéng nghé phat trién nhanh chéng,
can tiép tuc hoan thién cac quy dinh phap
ly, nang cao nang lyc thyc thi va dam bao
can bang giira an ninh va quyén con nguoi.
Viéc hoan thién Luat An ninh mang khong
chi la trach nhiém cua Nha nudc ma con
can sy déng hanh cua toan xa hoi./.
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