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BAO DAM AN NINH CON NGU(I
TREN KHONG GIAN MANG
TUGOC DO PHAP LUAT TAI VIET NAM

= ThS. Nguyén Thuy Hwong

e TOM TAT Trong ky nguyén sé, khong gian mang tro thanh mot phan khéng the tach
roi cua doi song con ngueoi, anh hwéng sdu sdc dén moi linh vire nhir chinh tri, kinh té, van
héa, xd hoi, quéc phong va an ninh. Tuy nhién, si phdt trién nhanh chéng ciia khéng gian
mang ciing dat ra nhiéu thach thire déi véi an ninh con nguoi - khai niem dé cao sur an
toan, ti do va phat trién toan dién ciia cd nhdn trong xd hoi. Tai Viét Nam, viéc bao dam
an ninh con nguoi trén khong gian mang dang tré thanh van dé cap thzet doi hoi phai c6
khung phdp ludt chat ché, hiéu qua va phit hop voi béi canh toan cau héa va chuyen doi

.. Bai viét nham phan tich khdi niém va néi ham cia an ninh con nguoi trong béi canh
khong gian mang; danh gid thuwce trang phdp ludt Viét Nam vé bao dam an ninh con nguoi
trén khong gian mang; chi ra nhitng han ché, khodng trong phdp 1y, dong thoi dé xudt cdc
phiwong hwéng va giai phap nham hoan thién khung phap ludt, bao dam s cdn bdng giita
yéu cau quan ly nha nudc va viéc bao vé quyen, loi ich hop phap cua cd nhan.

® Tur khoa: An ninh con nguoi; khong gian mang; phdp ludt; dir liéu ca nhan; an toan
thong tin, quyén riéng tu.

® ABSTRACT: In the digital era, cyberspace has become an inseparable part of human
life, profoundly influencing various fields such as politics, economy, culture, society,
national defense, and security. However, the rapid development of cyberspace also poses
numerous challenges to human security a concept that emphasizes the safety, freedom,
and comprehensive development of individuals within society. In Vietnam, ensuring
human security in cyberspace has become an urgent issue, requiring a robust, effective,
and contextually appropriate legal framework in the age of globalization and digital
transformation. This article aims to analyze the concept and connotations of human security
in the context of cyberspace, assess the current state of Vietnam's legal system in ensuring
human security in cyberspace, identify existing limitations and legal gaps, and propose
directions and solutions to improve the legal framework, ensuring a balance between state
management requirements and the protection of individuals’ lawful rights and interests.

® Keywords: Human security, cyberspace; law, personal data; information security;
privacy.
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n ninh con nguoi tur lau da dugce
coi la tru cQt cua phat trién bén
viing, gin voi viée bao dam céc
quyén co ban cua con ngudi nhu
quyén sdng, quyén tu do, quyen dugc bao
V¢ trude cac nguy co truyen théng va phi
truyén thong. Trong bdi canh cudc Cach
mang cong nghiép lan thi tu, khi cong nghé
sb, tri tué nhan tao, Internet van vat va dit
lidu 16n ngay cang chi phdéi manh mé doi
s6ng xa hoi, khai ni¢ém an ninh con nguoi
da mo rong sang linh vuc khong gian mang.

KHAI NIEM AN NINH CON
NGUOI TREN KHONG GIAN MANG

An ninh con nguoi dugc Chuong trinh
Phat trién Lién Hop Qudc (UNDP) nim
1994 dinh nghia 14 “sy bao v¢ con nguoi
khoi cac méi de doa man tinh va thuc day
sy phat trién ca nhan.” Khi mo rong khai
niém nay sang khong gian mang, c6 thé hiéu
an ninh con nguoi trén khong gian mang la
viéc bao dam su an toan vé thong tin, quyén
riéng tu, quyén tiép can thong tin, su tu do
biéu dat va su toan ven ca nhan trong moi
truong sb.

Tu goc do phap ludt, an ninh con nguoi
trén khong gian mang c6 thé duoc hiéu
1a tong thé cac bién phap phap 1y, chinh
sach va co ché thuc thi nham bao dam cé
nhan dugc bao v¢ trudc cac nguy co xam
hai tr méi truong mang, dong thoi duy tri
su can bang giita quyén ty do co ban cua
con nguoi voi yéu cau quan ly, klem soat
vi lot ich cong dong va an ninh quoc gia.
Diéu nay dit ra hai nhém van dé can xem
xét. Thir nhét 13 x4c dinh o ndi dung cac
quyén con ngudi co ban trén khong gian
mang, bao gdbm quyén dugc bao vé dir liéu
ca nhan, quyén riéng tu, quyén ty do ngdn
luan, quyén tiép can thong tin, quyén tham
gia cac hoat dong kinh té — x4 hoi truc tuyén
mot cach an toan. Thir hai 1a xdy dung
khuon kho phap 1y di manh dé phong ngira,
ngan chan va xu ly cac hanh vi vi pham,
déng thoi tao diéu kién cho su phat trién
ctia cong nghé va kinh té sd.
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_ PHAP LUAT VIET NAM VE BAO
PAM AN NINH CON NGUOI TREN
KHONG GIAN MANG

Trong nhiing nim gan day, Viét Nam
d3 ban hanh nhiéu vin ban phap luat lién
quan dén quan 1y va bao vé an ninh mang,
ndi bat nhu:

- Ludt An ninh mang 2018: Pay 1a van
ban phap 1y quan trong, thiét 1ap khung phap
luat nén tang cho viéc bao vé an ninh qudc
gia va an ninh con nguoi trén khong gian
mang. Luét quy dinh v€ bao vé thong tin ca
nhan, phong chéng toi pham mang, yéu cau
cac doanh nghiép cung cap dich vu xuyén
bién gioi luu trir dir liéu nguoi dung tai Viet
Nam...Tuy nhién, mot s6 diéu khoan cua
luat ciing gay tranh cii lién quan dén quyén
tu do ngdn luan va quyén riéng tu.

- Bo ludt Hinh sw 2015 (sua doi, bo
sung 2017): B0 luat nay quy dinh céc hanh
vi vi pham phap luat trén khong gian mang
nhu: phat tan thong tin xau doc, tan cong
mang, danh cap thong tin ca nhan, lira dao
qua mang... Cac quy dinh hinh sy nay dong
vai tro ran de va xu Iy nghiém cac hanh vi
xam hai quyén con ngudi trong mdi truong
50.

- Ludt Bao vé quyén loi nguoi tiéu diing
(stta doi 2023): Luat quy dinh cu thé vé
viéc bao vé thong tin ca nhan, quyén duoc
thong tin rd rang, minh bach khi tham gia
giao dich truc tuyén — mdt khia canh quan
trong trong bao v€ an ninh con nguoi.

- Lugt Giao dich di¢n nr 2023: Tao
hanh lang phap ly cho cac hoat dong so
dong thoi quy dinh rd trach nhiém cua t6
chtrc, cé nhan trong bao v¢ dir li¢u, chit ky
sO v céc tai san sd.

- Cung cac van ban, thong tu khac:
Ludt Cong nghé thong tin nam 2006; Nghi
dinh s6 53/2022/NP-CP CUA Chinh phi
quy dinh chi tiét mot sd dléu cua Luat An
ninh mang,; Nghi quyét s6 30-NQ/TW nam
2022 vé Chién lwoc an ninh mang quoc
gia; Chién lwoc an ninh mang quoc gia
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(Ban hanh kém theo Nghi quyét sé 3 0-NO/
TW nam 2022); Chwong trinh chuyén doi
$6 quéc gia dén nam 2025, dinh huong dén
nam 2030 (Quyét dinh sé 749/0P-TTg nam
2020).

NHUNG THACH THUC PAT RA

- Mau thuln giita an ninh va quyén tu
do cé nhan: M{t trong nhitng thach thuc
16n 1a can bang giita viéc bao vé an ninh
qudc gia va bao dam quyén tu do ca nhan
nhu ty do ngdn ludn, quyén riéng tu. Mot sb
quy dinh phap luat c6 thé bi dién giai theo
huéng han ché quyén cong dan.

- Ha tang phéap 1y con thiéu va chua
déng bo: Du dd c6 nhiéu nd lyc, nhung
khung phap 1y vé bao vé an ninh con nguoi
trén khong gian mang con phan tan, chua
déng bo gilta cac nganh, giy khoé khin
trong thuc thi.

- Nhan thuc va nang luc thyc thi han
ché: Nguoi dan con thiéu kién thic vé bao
vé an toan sd, trong khi ning lyc giam sat,
diéu tra t6i pham mang ctia cic co quan
chtrc ning con gip kho khan do tinh chit 4n
danh va xuyén bién gidi cua Internet.

NHUNG BUGC TIEN QUAN
TRONG TRONG LINH VUC AN
NINH MANG TAI VIET NAM

Trong bdi canh chuyén dbi s6 manh mé
va sy phat trién nhanh chong ctia cong nghé
thong tin, an ninh mang tré thanh mot trong
nhimng van dé then chot khong chi d6i vOi
cac to chtre, doanh nghiép ma con 1a yéu
t6 sdng con cua qudc gia. Tai Viét Nam,
nhiing nam gan day di ching kién nhiéu
bude tién dang ké trong linh vuc an ninh
mang, thé hién quyét tim cua ca hé thong
chinh trj va cong ddng cong nghé trong viée
bao vé khong gian mang quéc gia.

Hoan thién hanh lang phap ly: Mot
trong nhitng budc tién quan trong nhat 1a
viéc ban hanh va hoan thién hé théng phap
luat vé an ninh mang. No6i bat 1a:

- Luat An ninh mang (2018): C6 hi¢u

luc tr ngay 1/1/2019, day 1a van ban phap
Iy du tién quy dinh rd rang vé cac hanh vi
vi pham, trach nhiém cua t6 chtrc, c4 nhan
va quyén han cila cic co quan chirc ning
trong bao v¢ an ninh mang.

- Nghi dinh va Théng tu huéng dan:
Cac van ban dudi luat lién tuc dugc ban
hanh dé cy thé héa va huéng dan thyc thi
luat, bao gdbm quy dinh vé bao vé dit liéu c4
nhan, yéu cau dbi voi doanh nghiép cung
cap dich vu vién thong, cong nghé thong
tin...

Tang cuong nang luc phong thi va ung
phé sw co: Viét Nam d3 dau tu manh mé vao
viéc xay dung nang luc phong thi mang:

- Thanh 18p Trung tdm Gidm sat An toan
khong gian mang qubc gia (NCSC) truc
thugc Cuc An toan thong tin — B§ Thong tin
va Truyén thong. Trung tAm co vai tro theo
ddi, phat hién, canh bao va phdi hop xir 1y
cac su ¢b mang trén toan quic.

- Xay dung hé thdng SOC (Security
Operation Center) tai nhiéu co quan, to
chtic 16n nhu ngan hang, vién thong, chinh
phu dién tu...

- Té chtrc dién tap an toan thong tin
cap qubc gia dinh ky hang nam, giiip nang
cao kha ning phdi hop va xu ly su c6 gitra
cac co quan, don vi. Phat trién ngudn nhéan
luc chat lugng cao: Nguon nhan lyc 1a yéu
t6 quyét dinh su thanh cong trong cong tac
bao dam an ninh mang. Nhimg nim gan
day, nhiéu truong dai hoc tai Viét Nam da
mé cac chuong trinh ddo tao chuyén sau vé
an toan thong tin nhu: Hoc vién Ky thuat
Mat ma; Dai hoc Bach khoa Ha Noi; Hoc
vién Cong nghé Buu chinh Vién thong. Bén
canh d6, Viét Nam ciing thuong xuyén t6
chuc cac cuoc thi 1o6n nhu WhiteHat Grand
Prix, Sinh vién véi An toan thdng tin, tao
san choi chuyén mon va thu hat sy quan
tdm cua gioi tré.

Hop tdc quoc té trong linh viee an ninh
mang: Viét Nam da va dang tich cuc mo
rong hop tac qudc té dé hoc hoi va chia sé
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kinh nghiém trong bao v€ an ninh mang;
cu thé: Tham gia vao cac to chic, dién
dan l6n nhu ITU, ASEAN Cybersecurity
Cooperation Strategy, Ky két cac bién ban
ghi nhé (MOU) véi nhleu qudc gia va to
chtre 16n nhu Han Qudc, Nhat Ban, My vé
hop tac trong linh vuc an toan thong tin;
Tang cuong chia sé thong tin, phdi hop diéu
tra xtr 1y cac cudc tin cong mang xuyén
bién gidi.

Thic ddy sw tham gia cia doanh
nghiép va céng dong: Nhiéu doanh nghiép
Viét Nam d3 phat trién cac giai phap an
ninh mang “Make in Vietnam” nhu: Bkav
v6i phan mém diét virus va giai phap tudng
lira; CyRadar — Gii phap phat hién tin cong
APT; VNPT va Viettel cung cap cac dich vu
bao mat cho chinh phu va doanh nghiép...
Ngoai ra, cong dong an ninh mang tai Viét
Nam ciling ngay cang 16n manh, véi su gop
mat cua cac nhém nghién ctru bado mat, cac
hoi thdo chuyén nganh, dién dan chia sé
kién thuec.

Nhitng budc tién vuot bac trong linh
vuc an ninh mang tai Viét Nam khong chi
thé hién su nhay bén trong chinh sach ma
con phan anh tinh than chi dong, sang tao
clia cac to chire, ca nhan trong viéc bao vé
khong gian s6 qudc gia. Tuy nhién, trong
bbi canh toi pham mang ngay cang tinh vi
va phic tap, Viét Nam can tiép tuc dau tu
manh mé hon nira, ndng cao nang luc noi tai
va ddy manh hop tac qudc té dé xay dung
mot h¢ sinh thai an toan, tin cdy trén khong
gian mang.

PINH HUONG VA GIAI PHAP
HOAN THIEN PHAP LUAT PAM
BAO AN NINH CON NGUOI TREN
KHONG GIAN MANG O VIET NAM

Tur goc d6 phap luat, viéc bao dam an
ninh con nguoi trén khong gian mang dang
dit ra yéu cau cap thiét phai co nhitng dinh
hudng va giai phap dong bo, hiéu qua nham
xdy dung mdt moi truong mang an toan,
lanh manh, ton trong quyén con ngudi.

1.Vé mdt dinh hwéng, ching ta can:
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1.1. Xay dung Luat Bao v¢ dir li¢u ca
nhan voi quy dinh rd rang vé quyén, trach
nhiém va nghia vu cua cac bén lién quan.

1.2. Pong bd héa cac vin ban phap
luat lién quan dén an ninh mang, quyén con
nguoi, bao v¢ tré em, thuong mai dién tu..

1.3. Tang cudng giam sat doc 1ap, bao
dam su can bang gitra an ninh quoc gia va
quyén con nguoi.

1.4. Phat trién hé sinh thai phap 1y hd
trg chuyén doi s6 an toan, than thién véi
nguoi dan va doanh nghiép.

1.5.Tang cudng hop tac qudc té, hoc hoi
mo6 hinh phap ly thanh cong tur cac quoc gia
nhu EU (GDPR), Han Quoc, Nhat Ban. ..

2.Mét s6 gidi phdp cu thé:

2.1. Hoan thién hé théng phap luat: Ra
soat, stra doi, bo sung cac luat lién quan dén
dir liéu c4 nhan, an ninh mang, thong tin,
truyén thong dé déng bd varo rang hon. Ban
hanh Luat Bao vé dit liéu c& nhan doc lap.
Cu thé hoa khai niém “an ninh con nguoi”
trong cac van ban quy pham phap luat.

2.2. Tang cuong thuc thi phap luat:
Nang cao nang luc cho cic co quan thuc
thi phap luat vé cong nghé va diéu tra toi
pham mang. Tang cu(‘mg hop tac quoc té
dé xu 1y cac hanh vi pham t01 xuyén quoc
gia. Ap dung céc ché tai nghiém khic ddi
v6i1 cac hanh vi xdm pham an ninh c4 nhan
trén mang.

2.3. Tang cudng quan 1y cac nén tang
mang x4 hoi: Yéu cau cic nén tang xuyén
bién gioi (nhu Facebook, TikTok, Google...)
tuan tha luat phap Viét Nam. Thiét lap co
ché yéu cau gd bo ndi dung vi pham nhanh
chong, hiéu qua. Xdy dung co ché kiém
duyét noi dung phu hop, khong vi pham
quyén tu do ngdn luan.

2.4. Nang cao nhan thuac va gido duc
phap lut cho nguoi dan: Pay manh tuyén
truyén vé quyén va nghia vy cia nguoi ding
trén khong gian mang. Long ghép noi dung
gido duc phap luat vé an toan mang trong
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chuong trinh hoc. Tb chic cac chién dich
truyén thong, pho bién kién thirc vé bao vé
dir li€u c4 nhan. Can t6 chiic cac khoa hoc,
budi hoi thao va chién dich truyén thong dé
nang cao nhén thirc ctia nguoi dan vé cac mdi
de doa an ninh truc tuyén va bi¢n phap bao v¢
ca nhan trudc cac hanh vi xam pham an ninh
con nguoi trén khong gian mang.

2.5. Tang cuong gidi phap cong nghe¢, xay
dung nhiing nén tang mang xa hoi qudc gia dé
viéc bao v¢ an ninh con nguoi dugce thuc hién
mdt cach toi uru nhét, tuan thii nghiém ngat cac
quy dinh phap luat Viét Nam.

2.6. Thuc hién dao tao nhan luc chit luong

TAI LIEU THAM KHAO:

1. Ludat An ninh mang nam 2018

2. Nghi dinh s6 53/2022/ND-CP CUA Chinh
phu quy dinh chi tiéet mot so diéu cua Ludt
An ninh mang.

3. Nghi quyét so 30-NO/TW nim 2022 vé
Chién lwoc an ninh mang quoc gia

4. Chwong trinh chuyén doi sérrqué’c gia dén
nam ’2025, dmh huong déen nam 2030
(Quyet dinh so 749/0D-TTg nam 2020)

5. Quoc hgi Viét Nam. (2018). Ludt An ninh
mang, sO ’24/2018/QH14. Ha Noi: Van
phong Quoc hgi.

cao vé an ninh mang gop phan thuc hién hi¢u
qua viéc phat hién, ngan chan va doi pho voi
cac cudc tan cong mang.

An ninh con nguoi trén khong gian
mang la mot bd phan khong thé tach roi
trong chinh sach bao vé quyén con ngudi
ctia moi qudc gia. Phap luat gitr vai tro tru
cOt trong vigc thiét lap mét mo1 trudng
mang an toan, lanh manh va nhan van. bé
dat duogc diéu nay, Viét Nam can tiép tuc
hoan thién hé thong phap luat theo hudng
bao dam quyén con nguoi, thich tmg véi su
phat trién nhanh chong cua cong nghé va
pht hop véi thong 16 quéc té./.

6. Quoc héi Viét Nam. (2015). Luat An toan
thong tin mang, s6 86/2015/QH13. Ha Nji:
Vin phong Quéc hoi.

7. Chinh phu Viét Nam. (2022). Nghi dinh
53/2022/ND-CP huéng dan thi hanh Luat
An ninh mang. Ha Noi: Chinh phu Viét
Nam.

8. Quoc héi Viét Nam. (2023). Luat Bao vé
quyén loi nguoi tiéu dung, s6 19/2023/
QH15. Ha Ngi: Van phong Quéc héi.

9. Chinh phu Viét Nam. (2023). Nghi dinh
13/2023/NB-CP vé bao vé dit liéu ca nhan.
Ha Ngi: Chinh phu Viét Nam.
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