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® TOM TAT: Trong béi canh cdch mang cong nghiép 4.0 phat men manh mé, khong gian
mang da tro thanh mot phan khéng thé thiéu trong doi song kinh té, xd hoi va chinh tri cua
moi quoc gia. Tuy nhién, cing voi s phat trién dé, sy gia tang cia cdc moz de doa an ninh
mang nhu 101 pham cong nghé cao, tan cong mang, phdt tan thong tin xdau ddc, gdy phuong
hai dén loi ich quoc gia, t6 chirc va cd nhan ciing ngay mét I6n hon. Trude thiee tién do,

Luat An ninh mang (ban hanh ngay 12/6/2018, c6 hiéu lyc tir 1/1/2019) ra doi nham bao vé
chu quyen an toan quoc gia trén khong gian mang. Tuy nhién, trong qud trinh trién khai,

Ludqt van boc lo mot so bat cdp, doi hoi can cé nhitng diéu chinh, bo sung dé phit hop hon
V&i tinh hinh thuc tién. Dé ludt thit sy di vao cudc song va phat huy hiéu qua, can tiép tuc
ra sodt, diéu chinh, bé sung cdc quy dinh cho phit hop véi thiee té, dam bdo cén bang gitta
bao vé an ninh va ton trong quyen cong dan... Do ciing la nhitng noi dung duwoc dé cdp kha
day dii trong bai viét nay.

® Tir khéa: Ludt An ninh mang; khéng gian mang; quyén con nguoi.

® ABSTRACT: In the context of the strong development of the Fourth Industrial Revolution,
cyberspace has become an indispensable part of the economic, social, and political life of
every nation. However, along with this advancement, the rise of cyber security threats
such as high-tech crimes, cyberattacks, and the spread of harmful and hostile information
that undermines national interests, organizations, and individuals has become increasingly
serious. In response to this reality, the Law on Cybersecurity (promulgated on June 12,
2018, and effective from January 1, 2019) was introduced to safeguard national sovereignty
and security in cyberspace. Nevertheless, during implementation, the Law has revealed
certain limitations, requiring adjustments and supplements to better align with practical
circumstances. To ensure the Law is effectively enforced and achieves its intended impact,
continuous review, amendment, and refinement of relevant provisions are necessary in
order to balance national security protection with the respect for citizens 'vights. These are
also the core issues discussed comprehensively in this article.
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TONG QUAN VE AN NINH
MANG VA LUAT AN NINH MANG

Vé mit khai niém, An ninh mang la
tap hop cac bién phap k¥ thuat, quan 1y va
phap 1y nham bao vé hé théng mang, dit liéu
va thong tin trén khong gian mang khoi cac
moi de doa nhu tdn cong mang, phan mém
ddc hai, truy cap trai phép, 1o ri dir li¢u, va
cac hanh vi pha hoai khac.

Muc ti€u chinh ctia an ninh mang la:
Bao vé chul quyén, lgi ich qudc gia, an ninh
trat tu trén khong gian mang; Phong ngtra,
phat hién, ngan chan va xt ly cac hanh vi
vi pham phép luat trén mang; Bao vé quyén
va loi ich hop phéap cua t6 chiic, c4 nhan
khi tham gia hoat dong trén mang. Trong
d6 ham chua cac yéu t6: Tinh bao mat
(Confidentiality): Dir liéu khong bi truy cap
trai phép; Tinh toan ven (Integrity): Dir lidu
khong bi thay d6i hodc pha hoai; Tinh sin
sang (Availability): Hé thong va dit liéu sin
sang phuc vu khi can.

Trén thuc té, nhitng 1¢i ich ma mang
x3 hoi noi chung mang lai cho cudc song
ctia con ngudi 1a diéu khong thé phu nhan.
Tuy nhién, mang xa hgi cling dong thoi dat
ra nhiéu thach thuc dbi véi quoc gia, cling
nhu v&i cong dong xa hoi; nhat 14 viéc danh
gia tinh chan thyc cua thong tin mang trong
hau hét moi linh vuc. O d6, thong tin déu
kho xac dinh, kho kiém chtiing tinh chan
thuc ma minh nhan dugc hoac quan tam.
Diéu nay dn t6i viée ké x4u co thé loi dung
Internet, mang xa hoi vi nhiing muc dich
xau, nhu: Pua thong tin gidt gan nhdm cau
view, cdu like; dwa thong tin vé doi tu do
hep hoi, ich ky; nhat 1a thong tin chdng pha
nha nudc... Thyc té d6 cho thay, trong thoi
dai ngay nay, vin dé An ninh quoc gia, trat
tu an toan xa hoi va quyen con nguoi dang
dung trude nhitng thach thirc mai. Néu nhu
trudc day An ninh quéc gia 1a bao vé chu
quyén ving dat, ving bién, ving troi, ché
dd xa hoi... thi ngay nay, do con la bao v¢
an ninh khong gian mang.
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Luit An ninh mang duoc Qubc hoi
thong qua ngay 12/6/2018, ciing 1a nham
phat huy mat tich cuc, déng thoi han ché téi
muc cao nhat nhitng mat tiéu cyc cua mang
xa hoi, vi su phét trién on dinh cta dat nudc
va su yén binh cta nguoi dan... Trong qua
trinh thuc hién, trén thuc té, Luat di co
nhiing tdc dong tich cuc nhu: Tang cudong
kiém soat, giam thiéu hanh vi vi pham phap
luat trén mang; Bao v¢ dir liéu ca nhan va
quyen riéng tu; Gop phan gilr virng an ninh
quoc gia trong bdi canh chién tranh mang
ngay cang pho bién.

Trong Luat An ninh mang c6 dua ra
khai niém vé khong gian mang; cu thé:
Khong gian mang la khai niém rong hon
Internet. N6 la mang ludi két ndi toan cau
cua cac co sO ha tang cong nghe thong tin,
bao gom Internet, cac mang vién thong, cac
hé thong mdy tinh va cac hé théng xir ly
va diéu khién trong cic nganh cong nghiép
trong yéu, 1a moi truong dic biét “mdi
treong do”, noi ma con ngudi co thé trao
d6i thong tin va twong tac véi nhau, khong
bi gi61 han boi khong gian va thot gian.

Luat an ninh mang lién quan dén viéc
bao v¢ quyen con nguoi, cling nhu dua ra
cac y kién phan bac lai quan diém ctia mot
sb ddi tuong thu dich, phan dong, chong ddi
xuyén tac cho rang hoat dong xir 1y tin gia,
thong tin sai sy that, thong tin x4u doc 1a vi
pham quyén con nguoi, quyén tu do ngdn
luén.

Luét An ninh mang c6 mot s6 noi dung
chinh sau day:

Piéu 8: Nghiém cdm cac hanh vi st
dung khong gian mang dé tuyén truyén
chéng pha nha nudc, kich dong bao luc, gay
roi trat tu cong cong, tung tin sai sy that...

Trdach nhiém cua doanh nghiép (Piéu
26):Doanh nghi¢p trong va ngoai nudc
cung cap dich vu tai Viét Nam phai luu trit
dir liéu ca nhan tai Viét Nam va phai co
chi nhanh hodc van phong dai dién. Doanh
nghiép cung cap dich vu Internet c6 trach
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nhiém quan ly, phong ngua, phat hién va
ngan chén phan mém ddc hai. Doanh nghiép
cung cap dich vu thu dién tu, truyen dua,
lwru trit thong tin phai c6 hé théng loc phan
mém ddc hai.

Piéu 29: Bao vé thong tin ca nhan trén
khong gian mang. Trong d6, bién phap bao
v€ an ninh mang bao gém tham dinh, danh
gia, kiém tra, giam sat, tng pho su cd, ddu
tranh bao v€ an ninh mang, st dung mat
mi, yéu cau x6a bo thong tin trai phap lut,
thu thap dir li€u dién tir, va phong tda, han
ché hoat dong ciia hé théng thong tin.

Piéu 34-38: Quy dinh vé xur ly vi pham,
kiém tra va danh gid an ninh mang doi voi
cac hé thong thong tin quan trong.

NHUNG KET QUA PAT BUQC

Sau g?m 6 nam trién khai thuc hién,
Luat An ninh mang da gop phan quan trong
trong viéc bao vé€ an ninh quéc gia, trat tu
an toan xa hoi trén khong gian mang, dong
thoi nang cao nhan thtc va trach nhiém
ciia cac co quan, to chirc, doanh nghiép
va nguoi dan trong viéc st dung Internet
an toan, hi¢u qua. Luat da c6 nhiing tac
dong tich cuc nhu: Tang cuong kiém soat,
giam thiéu hanh vi vi pham phap luat trén
mang; Bao v€ dir li¢u c4 nhan va quyen
riéng tu; Gop phan gitr viing an ninh quoc
gia trong bdi canh chién tranh mang ngay
cang pho bién.

Mot s6 két qua cu thé nhu sau:

1. Luat An ninh mang da tao hanh lang
phap 1y rd rang, dong bd cho cac co quan
chtrc ndng trong cong tdc phong ngura, phat
hién, xtr 1y cac hanh vi sir dung khong gian
mang xam pham dén an ninh quéc gia, trat
tu an toan x3 hoi. Nhiéu vu viéc lién quan
dén tuyén truyén chéng pha Pang, Nha
nudce, kich dong bao lyc, xuyén tac lich su,
bia dat thong tin sai sy that... da dugc xu ly
kip thoi, qua d6 gbp phan giit vimg 6n dinh
chinh tri va trat tu xa hoi.

2. Nang cao hiéu qua quan 1y nha

nuoc trong linh vuc thong tin mang: Cac
bo, nganh da phdi hop chat ché trong cong
tac thanh tra, kiém tra, x(r 1y vi pham trén
mdi trudng mang. Viéc yéu cau cac doanh
nghiép cung cdp dich vu xuyén bién gidi
nhu Google, Facebook, YouTube... tuan thu
phap luat Viét Nam da c6 nhimg chuyén
bién tich cuc. Nhiéu noi dung xau, doc, vi
pham phép luat da bi g& bo theo yéu cau
cua co quan churc nang.

3. Mot trong nhitg diém ndi bat cua
Luat An ninh mang 1a bao vé quyén riéng
tu, thong tin cd nhan cta nguoi dan trén
khong gian mang. Cac quy dinh yéu cau
t6 chirc, doanh nghiép trong va ngoai nudc
khi cung cap dich vu tai Viét Nam phai luu
trtr dir 1iéu nguoi dung va bdo ddm an toan
thong tin da giup nguoi dung Internet Viét
Nam dugc bao vé tot hon trudc cac nguy co
mat cép, 10 lot thong tin c4 nhan.

4. Thong qua cong tac tuyén truyén,
phé bién Luat An ninh mang, nhan thirc
ciia nguoi dan vé viée st dung mang xi
hoi mot cach van minh, ¢6 trach nhiém da
dugc nang lén. Nhiéu chwong trinh, 16p
tap huan, huéng dan ky nang phong tranh
thong tin gia, tin xau doc da duoc trién khai
rong khap trong hoc dudng, co quan, doanh
nghiép va cong dong.

5. Thong qua cac diéu khoan vé phong
chéng khing bod mang, gian di€p mang, xam
pham bi mat c4 nhan, bi mat doanh nghiép;
g6p phan ning cao ¥ thic chap hanh phap
luat ctiia ca nhan, to chirc hoat dong trén
khong gian mang.

C6 thé noi, Luat An ninh mang 1a budc
tién quan trong trong qué trinh hoan thién
hé thong phéap luat nhim bao vé chu quyén,
an ninh qudc gia trong ky nguyén sd. Tuy
nhién, trudc su phat trién khong ngimg cua
cong ngh¢ va céac chiéu tro mai trén khong
gian mang, viéc tiép tuc hoan thién cac quy
dinh phap 1y, ting cuong hop tac qudc té,
nang cao nang lyc can b va y thic cua
nguoi dan 13 diéu can thiét dé Luat An ninh
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mang phat huy hi¢u qua hon nira trong thoi
gian toi.
MOT SO TON TAI, HAN CHE

Bén canh nhiing két qua quan trong dat
dugc, Luat An ninh mang, qua qua trinh
thuc hién cling boc 10 mot s ton tai, han
ché:

1. Mot s6 quy dinh con mang tinh
chung chung, chua ¢6 huéng dan chi tiét thi
hanh, gay khé khan cho viéc ap dung. Vi
du nhu diéu khoan yéu cau doanh nghiép
nudc ngoai dat may chu tai Viét Nam chua
rd rang vé co ché thuc thi.

2. Con méu thuin, chdng chéo véi cac
luat khac, nhu: Co sy giao thoa gitra Luat
An ninh mang va Luat An toan thong tin
mang, Luat Cong ngh¢ thong tin... gy kho
khian trong phdi hop thyc hién.

3. Mot s6 quy dinh bi cho 14 c6 thé dan
dén han ché quyén tu do biéu dat, tao cam
giac kiém soat qua muc doi v6i ngudi ding
mang.

4. Viéc dam bao thuc thi cac quy dinh
vé giam sat, kiém soat va xur 1y vi pham trén
mang doi hoi hé thong ky thuat hién dai va
doi ngtli cdn bd ¢6 chuyén mon cao. Nhung
hién nay con chua dap tmg day du duoc.

So di con co nhitng han ché la do:

- Qua trinh xay dung luat chua bao quat
hét thyc tién, mot sb ndi dung méi chua
dugc quy dinh trong phap luat Viét Nam
nén kho tranh khoi thiéu sot.

- Téc do phat trién céng nghé qua
nhanh: Céc hinh thurc t61 pham mang ngay
cang tinh vi, trong khi phap luat thuong co
do tré.

- Thiéu sy tham gia cua cic bén lién
quan: Doanh nghiép, dac bi¢t 1a doanh
nghi¢p cong ngh¢ nudc ngoai, con thiéu
tiéng noi trong viéc gbp y, phan hdi chinh
sach.

- Co ché thuec thi va phéi hop chua hiéu
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qua: Viéce xtr 1y cac vu viée trén khong gian
mang van con cham, chua cé sy dong bo
gitra cac nganh, céac cap.

C6 thé ndi, An ninh mang dang tro
thanh mot trong nhitng thach thirc 16n nhét
cua thoi dai s6. Viéc ban hanh va thyc thi
luat An ninh mang la can thiét dé bao vé loi
ich cua quoc gia va cong dan. Tuy nhién,
can ¢6 sy diéu chinh linh hoat va minh bach
nhim dam bao hai hoa giita an ninh, phat
trién cong nghé, va quyén con ngudi.

GIAI PHAP HOAN THIEN VA
NANG CAO HIEU QUA THUC THI
LUAT AN NINH MANG

bé nang cao hi¢u qua thyc hi¢n Luat
An ninh mang, can trién khai d6ng bo nhiéu
giai phap tir hoan thién chinh sach phap luat
den tang cuong nang luc thyc thi trén thuc
té. Trude hét, can tiép tuc ra soat, stra doi,
bd sung cac quy dinh phéap luit lién quan
nhim bao dam su théng nhat, dong bo giira
Luat An ninh mang va cdc van ban quy
pham phap luat khic. Pong thoi, ting cudng
dau tu vao ha tang k¥ thuat, ing dung cong
nghé hién dai trong kiém soét, phat hién va
xur 1y cac hanh vi vi pham trén khong gian
mang. Bén canh do, can déy manh cong
tac phéi hop giita cac co quan chirc nang,
doanh nghiép cung cap dich vu mang va cac
t6 chirc xa hoi dé nang cao hiéu qua giam
sat, bao mat thong tin. Song song vdi do,
viéc nang cao nhan thuc, trach nhiém cua
nguoi dan trong st dung Internet an toan,
lanh manh ciing 1a yéu t6 then chdt dé bao
vé an ninh mang qudc gia mot cach bén
viing. Dudi day la nhitng gidi phap chinh:

1. Hodn thién hé thong phdp ludt va
hwéng dan thi hanh:

- Hodn thién vin ban hwdng dan chi tiét
Ludat An ninh mang dé dam bao tinh kha thi
trong thuc tién. Xay dung quy chuan, tiéu
chuan ky thuat vé an ninh mang ap dung
cho hé thong thong tin quan trong quéc
gia. B6 sung ché tai xtr phat cu thé, nghiém
minh dbi véi cac hanh vi vi pham.
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- Ban hanh cdc van ban huéng dan chi
tiét: Chinh phu va cac bo, nganh lién quan
can sém ban hanh cac nghi dinh, thong tu
huéng dan thi hanh dé cu thé héa cac diéu
khoan cua Luat.

- Stra d6i, b6 sung ludt cho phit hop véi
thuwee tién: Nghién ctru cdp nhat, diéu chinh
cac quy dinh c6 nguy co xdm pham quyén
tu do cd nhan, bao dam hai hoa gilra an ninh
va quyén con ngudi.

2. Tang cuwong nang lyc ky thudt va
ha tcfng an ninh mang: Pau tu nang cap
hé théng giam sat, phat hién, tng pho sy
¢ an ninh mang tai cac co quan, t6 chue
nha nudc va doanh nghiép 16n. Phat trién
cac san pham cong nghé an ninh mang noi
dia dé giam phu thudc vao cong nghé nudc
ngoai. Trién khai hé théng bao vé tu dong,
canh bao sdm cac nguy co tdn cong mang.
Xay dung cac trung tdm giam sat an toan
thong tin hién dai, dong bo.

3. Ndng cao nhdn thuc va dao tao
nguon nhan lec: To chirc cac chuong trinh
dao tao, tuyén truyén vé an ninh mang cho
can bg, cong chuc va nguoi dan. Pua ndi
dung an ninh mang vao chuong trinh gido
duc & cac cép hoc, nhat 1a dai hoc va cao
dang ky thuat. Phat trién doi ngii chuyén gia
an ninh mang, dac biét 1a trong cac co quan
nha nudc va lyc lugng chuyén trach. Tang
cuong dao tao chuyén gia an ninh mang
trong ca khu vuc cong va tu.

4. Tang cwong vai tro cua cdc co quan
chite ning: Thuong xuyén kiém tra, danh
gid muc do an toan thong tin tai cac co
quan, t6 chirc. Phat hién va xir 1y nghiém
cac hanh vi vi pham Luat An ninh mang,
dac biét 1la cac hanh vi xuyén tac, kich
dong, pha hoai trat ty xa hdi trén khong
gian mang. Tang cudng hop tic vdi cac
nha cung cip dich vu xuyén bién gidi
(nhu Google, Facebook...) dé kiém soat
noi dung vi pham. Phat huy vai tro cua B
Cong an, Bo Thong tin va Truyén thong,
B6 Qudc phong trong thuc thi phap luat

va bao v¢ khong gian mang. Phan dinh rd
trach nhiém gilta cdc co quan trong giam
sat, xur 1y su ¢d va hd tro nguoi dung. Thiét
1ap co ché phdi hop chit ché gifta cac bo,
nganh, dia phuong va doanh nghiép.

5. Ddy manh hop tdc quoc té vé an ninh
mang: Tham gia cac dién dan, t6 chuc qudc
té vé an ninh mang dé chia sé thong tin,
kinh nghiém va phdi hop tmg phé su cb.
Thiét l4p co ché hop tac song phuong va da
phuong trong phong, chéng t6i pham mang.
Hoc hoi cac md hinh quan 1y khong gian
mang hiéu qua tir cac qudc gia tién tién.
Pam bao rang Luit An ninh mang phu hop
vé6i cac cam két qudc té ma Viét Nam tham
gia, tranh tao rao can véi doanh nghiép
nudc ngoai.

6. Tuyén truyén va ndng cao nhan thirc
cong dong: Nang cao nhan thirc ctia nguoi
dan, dic biét 1a gidi tre, vé an toan thong tin
ca nhan, trach nhi¢m phap ly khi sir dung
mang. Phan anh kip thoi cac van dé an ninh
mang, gop phan tao ra moi truong mang
lanh manh. Tang cudng phd bién, gido duc
cac quy dinh cua phép luat vé quan 1y khong
gian mang: Cac hinh thic gido duc can
dugc van dung da dang, phong phu va linh
hoat nhu: phdi hop giita co quan chirc ning
Vo1 cac co quan, dia phuong, don vi, doanh
nghiép, co s¢ gido duc t6 chirc néi chuyén
chuyén dé, pho bién phap luat; tuyén tuyen
Luat An ninh mang; cac cudc thi tim hiéu
vé ATTT; gép y xdy dung chuong trinh
gido duc ATTT mang cua ciac co sd giao
duc hoac tham gia bién soan cac tai liéu lién
quan dén ATTT mang.

7. Boi dwdng ky ndng nhdn dién cdc am
muu, thi doan tan céng mang va cdc hinh
thai phat sinh trén khong gian mgng: Hoat
dong tan cong khong gian mang rat da dang
va tinh vi nhu: 1am mat két ndi Internet,
danh sdp cac website cua chinh phu, co
quan, don vi, nha truong, doanh nghiép; gia
mao cac website nham lira dao; cai gim vao
may tinh c4 nhan hoic 14y tai khoan va mat
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khau; danh cap dit liéu c4 nhan (hinh anh,
file, video); tan cong bﬁng ma doc (theo t&p
dinh kém trong email hoic an trong quang
cao Skype); tan cong an danh bang nhing
phan mém doc hai (phan mém diét virus,
cac trinh duyét); tin cong qua usb, dia CD,
dia chi IP, server,...

8. Ndng cao y thirc phong tranh, tu vé
va sir dung bién phdp kj thudt dé khdc phuc
hdu qua trong trueong hop bi tdn cong trén
khong gian mang: Néu cao y thic chinh

TAI LIEU THAM KHAO:

1. Ludt An ninh mang 2018 (Ludt $6 24/2018/
QH14) duoc Quoc hoi Viét Nam thong qua
ngay 12/6/2018.

2. Nghi dinh 53/2022/NDCP (ban hanh ngay
15/8/2022) - Nghi dinh hwéng dan mét sé
diéu ciia Ludt An ninh mang.

3. Van ban gioi thiéu / tom lwoc Ludt An ninh
mang (gidi thiéu phdp Iy, pham vi diéu
chinh.

4. Bai viet “Quan ly nha nudc vé an toan
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tri, trach nhi€ém, nghia vu cong dan ddi voi
nhiém vy bao vé khong gian mang qudc
gia. Tuan thu quy dinh cta phap luit vé bao
vé an ninh mang; kip thoi cung cép thong
tin lién quan dén an ninh mang, nguy co de
doa an ninh mang va cac hanh vi xam pham
khac, thuc hién yéu cau va huéng dan cua
co quan quan 1y nha nudc co thim quyén;
gitip dd, tao diéu kién cho nguoi cé trach
nhiém tién hanh cac bién phap bao vé an
ninh mang./.

théng tin mang Internet ciia mot sé quoc
gia trén thé gidi va kinh nghiém cho Viét
Nam” (trén trang cua Bo Thong tin va
Truyén thong).

5. Bai “Thach thwc an ninh mang khi Viét
Nam bucc vao thoi dai 5G va 1oT” (Bdo
Phap Luat TP. Ho Chi Minh).

6. Bai viét vé viéc B Cong an dé xudt hop
nhat Ludt An ninh mang voi Ludt An toan
thong tin mang, xday dung “Ludt An ninh
mang nam 2025” — Bao dién tir Chinh phu
11/4/2025



