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nghé thong tin da két ndi toan cau tao co
hoi cho moi ¢4 nhan, td chic ¢ két ndi gém
nhau hon dé giai quyét cac cong viéc. Noi
dén khong gian mang duogc hiéu 1a khong
gian 40, khong gian nay dugc hinh thanh tur
mang internet qua qua trinh két ndi cua cac

ong nghé¢ thong tin (CNTT) luon
doéng vai tro quan trong trong cac
linh vuc khac nhau cta doi sdng
xa hoi, cong nguoi da ung dung
(CNTT) vao hau hét cac hoat dong cua xi
hoi dem lai loi ich thiét thuc gidi phong
dugc rat nhiéu sirc lao dong cho con nguoi.

Hay noi khac di su phét trién ctia Nganh
CNTT cung cap cc cong cu va ung dung
dé t chirc va quan 1y thong tin, ting cudng
hiéu qua va hiéu suat lam viéc trong céc t6
chire, doanh nghiép, su phat trién ciia cong

mang, bao gém: Internet, mang vién thong,
hé thong may tinh, bo xtr 1y va diéu khién,
chtra dung co s¢ dir liéu, khong gian mang
hoat dong, khong giéi han vé khong gian,
thoi gian”
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Vi thanh tyu cong nghé thong tin da
dem lai rat nhiéu hitu ich cho nhan loai,
tuy nhién tir khi cong ngh¢ thong tin phat
trién cho dén nay c6 rat nhiéu ca nhan, to
chuc trong va ngoai nudc da st dung cong
nghé thong tin vao nhﬁng muc dich khac
nhau xdm pham khong giam mang lam anh
huong den loi ich ctia ca nhan, t6 chirc, dan
toc va qudc gia trai v6i quy dinh cia phap
luat.

Pé ngan chan nhiing hanh vi sai trai,
mdi moi qudc gia co quy dinh cu thé Ve
nghia vy va trach nhi¢m cia cong dan, to
chtre khi khai thac str dung cong ngh¢ thong
tin vao khong gian mang hién nay. O Viét
Nam da ban hanh Luat An ninh mang bg
luat hinh sy nam 2015 sira d6i bo sung nam
2017 da quy dinh cy thé vé nhimg hanh
vi nguy h hiém cho x3 hdi dugc phap luit
nghiém cim va phai chiu trach nhiém hinh
phat, cu thé: Diéu 285 toi san xudt, mua
ban, trao déi hodc tang cho cong cu, thiét
bi, phcin mém dé sir dung vao muc dich trdi
phadp ludt; Diéu 286 Téi phdt tin chwong
trinh tin hoc gay hai cho hoat dong cua
mang may tinh, mang vién thong, phuong
tién dién tu quy dinh tai nhiém chirc vu, cam
hanh nghé‘,hodc lam cong viéc nhat dinh tir
01 nam den 05 nam,; Dieu 287 Toi can tro
hodc gady roi loan hoat dong ciia mang mdy
tinh, mang vién théng, phwong tién dién tir;
Diéu 288 Toi dwa hodc sir dung trai phep
thong tin mang may tinh, mang vién thong,
Diéu 289 Ti xdm nhdp trdi phép vao mang
mdy tinh, mang vién théng hodc phwong
tién dién tir ciia nguoi khdc; Diéu 290 Toi
su dung mang mdy tinh, mang vién thong,
phuong tién dién tu thuc hién hanh vi chiem
doat tai san; Pieu 291 Toi thu thdp, tang
trit, trao doéi, mua ban, cong khai hoa trai
phép thong tin vé tai khodn ngan hang,
Diéu 293 Toi su dung trdi phép tan so vo
tuyén dién danh riéng cho muc dich cdp
ciiu, an toan, tim kiém, ciiu ho, cuu nan,
quoc phong, an ninh; Diéu 294 Toi ¢é y gdy
nhiéu ¢é hai. Hinh phat voi cac nhom tji
trén phat tién it nhdt la 5.000.000 va cao
nhdt c6 thé la 20 nam ti.
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Bén canh luat hinh sy thi nham cu
thé héa quyén lgi va trach nhiém cuarcas
nhan, to chirc trong qua trinh khai thac str
dung khong gian mang, ngay 12 thang 6
nam 2018 Qudc hoi déa ban hanh Luat s6:
24/2018/QH14 vé Luat an ninh mang

V61 nhitng quy dinh cua Luat hinh su
va Luat an ninh mang hién nay cung voi hé
thong phap luat hién hanh cia Viét Nam da
tao hanh lang phap ly quan trong trong qua
trinh van hanh va quan ly xa hoi ngay cang
thiét thuc va hiéu qua. Bo Luét hinh su va
Luét an ninh mang da c6 hi€u lyc thi hanh,
murc hinh phat cu thé dugc quy dinh trong
B6 Luat hinh sy nhung hang nam c6 rat
nhiéu cac nhén, t6 chire vi pham, véi nhiéu
phuong thue tha doan nhu:

Cac cudc tin cong mang ngoai muc
dich pha hoai chinh tri vao hé thong thong
tin trong yéu cla cac nudc ngdy cang gia
téng, gay thiét hai nghiém trqng vé kinh té,
qudc phong va an ninh, cac cudc lgi dung
thong tin mang dé pham toi kinh té, lra dao,
lgi dung tu do dan chu lam anh huong dén
quyén loi ich ctia ¢4 nhén, t6 chirc. Toi pham
trén khéng gian mang ngay céng nguy hiém
v6i cac tha doan hét strc tinh vi, str dung cac
loai ma doc tng dung tri tué nhan tao dé tan
cong, xam nhap vao du liéu cua co quan, to
chitrc ca nhan mot cach bat hop phap dé khai
thac thong tin dé su dung vao viéc vi pham
phap luat.

Theo B thong tin truyen thong dén nay,
co 138 quoc gia (trong do c6 95 nudc dang
phat trién) da ban hanh Luat An ninh mang.
Trudc nhitng tac hai cta viéc tin cong an
ninh mang, thang 9-2018, My da cong b6
Chlen lugc An ninh mang, My tuyén bd dap
tra bang cac bién phap quan sy néu an ninh
mang qudc gia bi de doa, tin cong; sau
nudc My, thi thang 12 nam 2018, O-xtray-
li-a da ban hanh Luat An ninh mang, ngoai
viéc nhan manh tim quan trong cua an ninh
mang, Luat nay con cho phép co quan chirc
nang duogc truy cap vao cac dit liéu dugc ma
hoa cua cac nha mang.

O nudc Viét Nam hon gan 30 nam két
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nbi internet Vi¢t Nam da nam trong nhom
cac qudc gia co tbc do phat trién internet
nhanh nhat thé gioi, khong gian mang &
nudc ta cling xuat hién nhiéu nguy co, thach
thirc 16n tac dong dén an ninh qudc gia va
trat tu an toan xa hoi, cy thé 1a:

Thir nhat: Bang hé thong cong ngh¢
thong tin hién dai, cac thé lyc thu dich da
dung cac may chu dat ¢ nude ngoai dtang
cuong st dung khong g1an mang dé pha
hoai tu twdng, pha hoai ndi bg, thuc hién
am muu “dién bién hoa binh”, gy mau
thuan dén tgc, kich dong bleu tinh, bao loan
nham chuyén hoa thé ché chinh tri tai Viét
Nam. Tinh trang tinh nhin gia, cudc dién
thoai g1a Ira ddo trén mang ngay cangd
nhiéu va cang tinh vi, phtrc tap lam lam ton
hai dén quyen va loi ich hop phép cua cac
t6 chirc, c4 nhan dang dién ra nghlem trong.
Hoat dong t0i pham st dung cong nghe cao
gia ting vé s6 vu, thu doan tinh vi, gy thiét
hai nghiém trong vé nhiéu mit va hé luy 1au
dai cho x4 hoi, trong d6 c6 cac hoat dong toi
pham, nhu lura dao, t6 chirc danh bac truc
tuyén. Theo thong ké, trung binh moi ndm &
nudc ta, qua kiém tra, kiém soét cac co quan
chirc ndng da phat hién trén 850.000 tai ligu
chlen tranh tdm ly, phan dong, &n xa quoc
té, tai liéu tuyén truyén ta dao trai phép; gan
750.000 tai lidu tuyén truyén chong Dang,
Nha nudc dugce tan phat vao Viét Nam qua
duong buu chinh. [1].

Thir hai: To1 pham va vi pham phap
luat trong linh vure thong tin dién bién phirc
tap, gia tang vé s vu, thﬁ‘ doan tinh vi, gay
thi¢t hai nghi€ém trong vé nhiéu mat. Cac
hanh vi pha hoai co s¢ ha tang thong tin;
gdy mat an toan, hoat dong binh thu:orng,
viing manh cua mang may tinh, mang vién
thong, phu:ong tién dién tur cua cac co quan,
t6 chire, ca nhan va hé thong thong tin vo
tuyén dién,... dava dang géy ra nhiing thiét
hai 16n vé kinh té, xdm hai truc tiép dén
qpyen lgi ich hop phap cua cac co quan,
t6 chirc va ca nhan. Theo két qua danh gia
an ninh mang do Tap doan cong nghé¢ Bkav
thuc hién, trong nam 2019, chi tinh rleng
thiét hai do virus may tinh gy ra ddi véi

nguoi dung Viét Nam da Ién toi 20.892 ty
dong (tuong duong 902 tri¢u USD), hon 1,8
tricu may tinh bi mét dit liéu do sy lan tran
cua cac loai md doc ma hoa dir ligu tong
tién (ransomware), trong d6 ¢ nhiéu may
chu chira dir ligu cua cac co quan, gy dinh
tré hoat dong cua nhi€u co quan, doanh
nghiép [2].

Thir ba: Tinh dén thang 6/2023, Viét
Nam xép thir 12 trén thé gi6i vé ty 1& ngudi
dung Internet v6i hon 77 tri¢u nguoi (chiém
gan 79% dan s0); s6 lugng thu€ bao di dong
duoc dang ky 1én dén hon 156 tri¢u thué
bao; x€p hang thtr 25 vé chi s an toan, an
n1nh mang toan cau (do Lién minh Vién
thong quoc té ITU cong bd). Tuy nhién,
theo thong ké cua hang bao mat quoc te,
Viét Nam nam trong nhom 3 quoc gia bi
tan cong mang nhiéu nhat tai khu vuc chau
A - Thai Binh Duong; chi riéng 6 thang
dau nim 2023, céac co quan chic nang da
phat hién gan 17 triéu canh bao dau hiéu
hoat dong tan cong mang (ting 240% so
v6i cung ky nam 2022), trong d6 c6 208 h¢
thong thong tin cta co quan Nha nudc, cac
b, ban, nganh bi tin tac tan cong nham muc
dich danh cap thong tin, dir liu, tai li¢u bi
mét nha nudc thuge nhiéu linh vyc. N6i 1én
1a céc chién dich tan cong mang nguy hiém
cua cac tin tac co nguon goc tir nudce ngoa1
sit dung 15 bién thé ma doc nguy hiém,
trong d6 co cac loai ma doc hi¢n dai, co kha
nang v6 hiéu hoa cac phan mém bao vé dé

“nam vung” lau dai, thAm nhap sdu vao cac
hé thdng, dang chi § y c6 su cau két, moc ndi
gilia tin tdc trong va ngoai nudc. [3].

Thir tw: cac tin tic gia tang hoat dong
tan cong mang c6 chu dich nham chlem
quyen diéu khién hodc dung mi doc dé tan
cong, nhat 1a ma doc tong tién nham vao cac
hé théng thong tin trong yéu. Ngoal ra cac
hoat dong phat tan thong tin xau, doc hai,
thong tin sai sy that trén khong gian mang
tiép tuc tic dong dén moi mat cua doi song
xa hd1; xam pham nghlem trong dén quyen
loi 1ch hop phap cua cac to chure, cd nhan.
Trong thot gian to1, hoat dong nay s& tiép
tuc gia tdng, doi hoi ngudi dung nang cao
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canh giac, than trong khi tiép c4n v6i nhimg
thong tin trén khong gian mang, tranh tro
thanh nan nhéan cua tin gia.

Thir ndam, 11 pham khong gian mang
con sir dung nhiéu chiéu tro khiac nhau dé
Itra ddo chi€ém doat tai san qua mang, hoat
dongh nay ngay cang dién bién phuc tap voi
nhiéu phuong thirc, thu doan tinh vi, ¢6 tinh
chat xuyén quéc gia, gy thiét hai 16n va
blrc xtic trong nhén dan, ching thuong su
dung cac phuong thirc: Nhan tin hodc goi
dién gla danh co quan nha nudc, gia danh
cac t0 chuc kinh té, chi€u tro khuyén mai,
hodc thong qua cac trang mang xa hoi de
quang cdo, gidi thi¢u san pham gidi thicu
viéc nhe luong cao... ngoai nhirng phuong
thirc trén, to1 pham trén khong giam mang
coOn tao 1ap cac website, san giao dich, img
dung kiém tién trén mang, gid mao cac trang
quang cdo, rao ban cac mat hang truc tuyén
sau d6 chiém doat sd tién dat coc cua khach
hang hodc chuyén mit hang khong dung gia
trj thyc té nhu quang cao.

Cung voi xu thé hoi nhap trong diéu
kién toan cau hoa, da phuong hoa va tu
thuc trang vé xam pham an ninh mang &
trong nudc va thé gisi thi cong cudc dau
tranh, phong chbng t6i pham trén khong
gian mang hién nay ¢ nudce ta la hét strc can
thiét va cap bach. De thuc hién dugc nhiém
vu nay trudce hét can thyc hién dong bo mot
sO giai phap co ban sau:

Thir nhat: doi voi cac co quan, to churc

Pé lam tbt cong tac bao mat thon tin
cua co quan don vi, moi coq quan tuy thudc
vao tinh chat nganh nghé can ban hanh quy
ché, quy dinh vé viéc sir dung mang, truong
hop nao, by phén nao trong co quan duoc
két ndi v6i hé thong mang bén ngoai; c6 thé
dung mang bao mat, van hanh mang may
tinh ndi by, may tinh két ndi Internet, can
tach bach may tinh Iuu gitr liéu vo1 may
tinh c6 két ndi internet; Khong nén s dung
USD, thiét bi 6 ctmg roi, thé nhd... ddi véi
cac may tinh c6 chua thong tin, tai liéu mat;
hodc USB chuyén dung c6 mé héa co yéu dé
sao, chuyen tai li€éu mat cia co quan, don vi.
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Thir hai: déi véi ca nhén

Mbi c4 nhan ludn phai y thirc dugc vai
tro cua cong tac bao mat cac dir licu thong
tin, cac dir liéu ca nhan, dat mat khau co
tinh bao mat va co su thay ddi dinh ky; cac
dir liéu ludn chu dong sao luu ¢ nhiéu 6
cimg, c6 bién phap luu dy phong ddi véi
thong tin, dir li€u, tai li€u quan trong; chu
d6ng mua phan mén uy tin dé (diét virus...)
cac chuong trinh may tinh, hé diéu hanh
nén dinh ky cai dat lai.

cac thong tin ca nhan trudc khi dang
hodc cac thong tin ma ca nhan cap nhat trén
mang can kiém tra, kiém duyét do chinh
x4 trude khi luu vé may hodc chia sé cho
ngudi khac; Khong nén truy cap, mé nhitng
duong link, trang «web den» hay nhiing
pop-up quang céo nghi ngo; khong nén md
cac tép tin, file la, ddng ngd, khong rd xuat
st dugc gui qua email hay cac dich vu OTT
(zalo, viber, whatsup...); dac bi¢t ma (OTP)
cua cd nhan khong dugc chia s¢ qua céc
duong link, tng dung do nguoi la giri dén..

Thir ba: hop tic quoc té trong cong
tdac bdao mdt an ninh mang

Thyc hién t6t hop tac qudc té voi cac
nudc tién tlen cO trinh d¢ khoa hoc ky
thut cao vé cong nghé thong tin nhu: An
Do, Phap, My, Israel... trong cong tac dau
tranh, phong chéng t6i pham trén khong
gian mang, thudng xuyén trao doi véi cac
nude dé hoac tap cic ky nang trong cong
tac phong, chdng va bao vé an ninh mang
quéc gia.

Thuwr tu: cdac co quan chirc nang bdo
vé an ninh mang quéc gia cin phéi hop
chdt ché vdi cac co 56 dao tgo uy tin trong
nwéc vé dao tao cong nghe théong tin dé
phoi hop phong chong cdc téi pham lién
quan dén an ninh mang

Truong dai hoc bach khoa, Truong dai
hoc khoa hoc ty nhién, Truong dai hoc cong
ngh¢ thong tin, Truong dai hoc FPT trong
cong tac chia sé ky nang, kinh nghiém, kién
thirc may tinh, kién thirc bao mat thong tin
cua khoa hoc may tinh cling nhu cong tac
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tuyen dung nhiing sinh vién t6t nghiép loai
g101 dé bd sung cho ngudn nhan luc qubc
gia trong cong tac bao vé khong gian mang.

Thir nam: Hoan thién chinh sdch
phdp ludt vé an ninh mgng cung nhw
chinh sdch hinh sw dé dam bdo céong tic
quan ly duoc hiéu quad hon

Trong qua trinh ban hanh céac Ngh1 dinh
lién quan dén Luat an ninh mang can cu the
hoa cac ndi dung nhu: dit liéu ca nhan, diéu
ki¢n kinh doanh trén khong giam mang,
x@y dung rd cac quy dinh nham tao nén
tang phap ly trong phong ngira, dau tranh
va xur ly cac hanh vi vi pham phap luét, anh
huong to1 an ninh mang qudc gia, quyén va
loi ich hop phap cia céc t6 chiic cd nhan
trén khong gian mang.

Hién nay, trong B luat Hinh sy chua
xay du’ng dugc mot chuong riéng dé cu
thé hoa cac t6i pham lién quan dén an ninh
mang, cong ngh¢ thong tin, mang vién
thong, bd sung thém nhiing t6i danh quy
dinh vé& nhitng hanh vi pham to1 maéi du bao
s€ phat sinh trong thoi gian to1. Trong Bo
Luét hinh sy can lam, nghién cttu, ban hanh
lam 6 thé nao 1a cong cu, thiét bi, phan
mém co tinh nang tan cong mang may tinh,
mang vién thong, phuong tién dién tir; lam
r0 nhiing van dé quy dinh trong bd luat hinh
su nhu: Chuong trinh tin hoc giy hai cho
mang may tinh, mang vién thong la chuong
trinh ty dong hoa xur 1y thong tin, giy ra
hoat dong khong binh thuong cho mang
may tinh, mang vién thong hoic sao chep,
stra doi, x6a bo thong tin luu trlr trong may
tinh, phuwong tién dién tir, can ting mic
hinh phat tu trong céc t3i lién quan dén an
ninh mang dé du strc ran de, gido duc.

Thir sdau: tang cwong cong tic tuyén
truyén sau rgong vé ludt an ninh mang
ciing nhw quy dinh cua phdp ludt hinh
sw vé nhitng hanh vi xir dung khéng gian
mang khong dung muc dich sé bi xu ly
hinh su.

Hoat dong giao duc, phd bién phap luat

dung va day du dbi vé an ninh mang, chinh
sach hinh sy vé cac toi pham lién quan dén

su dung khong gian mang s€ gop phan néu
cao y thue cua cong dén, cua t6 chiic trong
dau tranh, phong ngra bdo dam an ninh
mang quoc gia duge sir dyng mot cach an
toan 1a hét strc can thlet Pé thyc hién hiéu
qua cong tac tuyén truyén, gido duc ludt an
ninh mang cling nhu chinh sach hinh su
lién quan dén an ninh mang, trudc mat can
tuyén truyén siu rong nhitng hanh vi sau
day bi phap luat ngan cam, cuy thé:

- Khong st dung khong gian mang cjé
thuc hién hanh vi: t6 chtrc, hoat dong, cau
két, xui giuc, mua chudc, lrra gat, 161 kéo,
dao tao, huan luyén nguoi chdng Nha nudc
Cong hoa xa hdi chu nghia Viét Nam; khong
xuyén tac lich str, phu nhan thanh tyu cach
mang, pha hoai khoi dai doan két toan dan
tdc, xac pham ton giao, phén biét dbi xu
vé gi6i, phan biét ching tdc; thong tin sai
sy that gdy hoang mang trong Nhén dan,
gay thiét hai cho hoat dong kinh t€ - xa hoi,
gay kho khan cho hoat dong cua co quan
nha nudc hodc nguoi thi hanh cong vu, xam
pham quyén va loi ich hgp phap cua co
quan, to chtrc, cd nhan khac; khong st dung
khong giam mang dé t6 chirc hoat dong mai
dam, t¢ nan xa hdi, mua ban nguoi khong
dang tai thong tin ddm 6, mai ddm qua
mang, cac hanh vi dbi truy, toi ac; pha hoai
thuan phong my tuc cua dan tdc, dao dirc xa
hoi, strc khoe cua cong dong; xui giuc, 161
kéo, kich dong nguodi khac pham toi.

- Nha nude, cac co quan chu quan vé
quan ly cong nghe thong tin, t6 chirc tuyén
truyén dé moi ca nhan, t6 chic y thirc duoc
tac hai cua vi¢e su dung cong nghé thong
tin vao myc dich xau khong tlep tai cho cac
t6 churc quoc té dé san xuat, t6 chirc trong
nuge dua vao st dung cong cy, phuong tién,
phan mém hodc ¢ hanh vi can tro, gay roi
loan hoat dong ctia mang vién thong, mang
internet, mang may tinh, hé thong thong
tin, hé thong xir 1y va diéu khién thong tin,
phuong tién dién tur; khong phat tan chuong
trinh tin hoc gay hai cho hoat dong ciia mang
vién thong, mang 1nternet mang may t1nh
hé thong thong tin, hé thong xir Iy va diéu
khién thong tin, phuong tién dién tir; xam
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nhép trai phép vao mang vién thong, mang
may tinh, hé thong thong tin, hé théng xur
Iy va diéu khién thong tin, co s& dir liu,
phuong tién dién tir cia ngudi khéc.

- Khong loi dung hoac lam dung hoat
dong bao v€ an ninh mang de xam pham
chu quyén, loi ich, an ninh quéc gia, trat tu,
an toan xa hoi, quyén va loi ich hop phap
clia co quan, tO chure, ca nhan hoac dé truc
lgi. Tuyén truyén, gido duc dé moi ngudi
hleu dugc nhiing hanh vi nao bi nghlem
cam va x&m pham dén cac quyén con nguoi
nhu: quyén sdng, quyen ty do ngoén luan,
xam hai bi mat doi tu; xam hai danh dy hay
uy tin c4 nhan; xam hai dén quyen tu do
tu tudng, tin ngudng va ton gido cua cong
dan... thi s& phai chiu nhitng ché tai do Luat
An ninh mang, ché tai do luat hinh su quy
dinh.

Toém lai: Cach mang cong nghiép lan
tht tu cua nhan loai da mang lai ca co hoi
va thach thirc cho moi quoc gia, dan tdc. bé
bat kip xu thé phat trién chung vé khoa hoc

(1) Lé Van Thing (2019), “An ninh thong tin
cua Viét Nam trong diéu kién hién nay: Thuc
trang, van dé dat ra va giai phap”, Dé tai khoa
hoc cap Nha nudc, Ha Noi.
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cong nghé mdi qudc gia can phai nim bt
kip thoi, tan dung hiéu qua cac co hoi; dong
thoi, chu dong phong ngira, ing pho dé han
ché céac tac dong tiéu cuc, bao dam quéc
phong, an ninh, an toan va tinh bén viing
ciia qua trinh phat trién dat nude. Vi vay,
bdo dam an toan thong tin, an ninh mang,
phong chdng t6i pham mang va cac vi pham
phép luat trén khong gian mang khong chi
l1a nhiém vu cua céc co quan chuyén trach
ma 13 trach nhiém cua cac nganh, cac cip,
cac co quan, doan thé, doanh nghiép, cong
dan. Ttur thyc trang cua hoat dong xam pham
khong giam mang ctia cac nudc trén thé gi(’yi
ndi chung va & Viét Nam noi riéng, thlet
ngh1 trong diéu kién hién nay ¢ nudc ta néu
ddng bo cac giai phap nén trén s& gop phan
quan trong trong cong tdc bao dam an ninh
mang qudc gia, gop phan thuc day su phat
trién kinh té- xa hoi, hop tac qudc té ngay
cang sau rong dap ung yéu cong nghiép
héa, hién dai héa dat nudc./.

(2). Tap doan BKAV (2019), Bao céo tong két
cong tac an ninh mang nam 2019.

(3) Tap chi khoa hoc va cong ngh¢ (2023)



